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Introduction

Recent concerns about the dominance of social media giants 
highlight a need to consider alternative ways of engaging 
with the social Web (Gehl, 2015; Halpin, 2018). In large part, 
objections to corporate social media have advocated opting-
out, as demonstrated by hashtag campaigns like #deleteface-
book and efforts to build alternatives to large corporate 
platforms such as Mastodon, Secure Scuttlebutt, Diaspora*, 
and others. These projects’ designs are generally motivated 
by commitments to social values, which are typically in con-
flict with the values articulated in existing systems (Kahle, 
2015). While there are a variety of motivations for people to 
leave corporate social media (e.g., Zannettou et al., 2018), 
attracting users away from ubiquitous corporate platforms is 
a significant challenge. In light of this, some technologists 
have pursued a more moderate approach, attempting to 
reconfigure rather than abandon relationships with corporate 
social media. This raises a question about how designers can 

pursue their goals while navigating infrastructures character-
ized by competing values.

Significantly, these approaches confront the messy social 
and political-economic structures of present internet tech-
nologies. Bell and Dourish (2007) observe that the tendency 
to view technologies as part of a “proximate future” allows 
technologists to “absolve themselves for responsibilities for 
the present” and to “assume that certain problems will sim-
ply disappear of their own accord” (p. 134). The reality is far 
messier. For example, cryptocurrencies that offer a radically 
decentralized vision of future financial systems are presently 
subject to governmental pressures (Yu & Koh Ping, 2021), 
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traded by major wall-street firms (Leising, 2021), and have 
significant environmental impacts (Stoll et  al., 2019). 
Similarly, new Web technologies are always embedded in 
complex and heterogeneous sociotechnical infrastructures 
that project power relationships onto the work of building 
them. Understanding the reality of building in the present is 
crucial for achieving realistic possibilities for the future, and 
so accounting for these power relationships is one of our core 
motivations.

This article investigates frictions and compromises that 
arise when alternative social media operate alongside and 
even within the infrastructures to which they claim to pro-
vide an alternative. To understand this phenomenon, we 
study the IndieWeb, a “people focused alternative to the ‘cor-
porate web’” in which individuals create and operate per-
sonal Web sites that function as their primary online identity 
( 2020). IndieWeb has developed standards, software, and 
practices that support peer-to-peer communication among 
personal Web sites while optionally maintaining connections 
with large platforms. These connections are achieved through 
a model called POSSE (Publish on Own Site, Syndicate 
Elsewhere) in which content from personal Web sites is 
cross-posted to Facebook, Twitter, and other platforms, and 
then comments, likes, and other responses are retrieved back. 
This involves interaction between IndieWeb sites and corpo-
rate platforms through their Application Programming 
Interfaces (APIs), which clearly demonstrates the type of 
relationship with which this study is concerned. Moreover, 
open-source code and rigorous documentation of problem-
solving are significant features of IndieWeb’s culture. This 
makes it possible to observe development and maintenance 
over time, including how developers respond to emergent 
obstacles.

We leverage GitHub data to identify points of friction and 
breakdown in the relationship between IndieWeb and corpo-
rate APIs. In this study, we particularly focus on “Bridgy,” a 
prominent IndieWeb software for POSSE syndication, and 
Facebook. We use logged GitHub issues to identify bugs, 
breakdowns, and other challenges, and supplemented this 
analysis with an interview with Bridgy’s lead developer. Our 
analysis is structured around the following questions: (1) 
How might IndieWeb’s goals be challenged by its reliance on 
corporate APIs? (2) If problems arise, how are they 
addressed? We identify three major recurring challenges: 
competing logics for mapping objects (e.g., posts, comments, 
likes) between IndieWeb sites and Facebook’s API; occa-
sional ambiguity about privacy on Facebook; and ongoing 
precarity due to API updates. We highlight the use of heuris-
tics, workarounds, and ongoing infrastructuring work to 
navigate these challenges.

This study contributes to research about building tech-
nologies to serve social and ethical outcomes related to 
designers’ values. Prior research has investigated how 
design decisions impact social and ethical outcomes of 
technologies (Friedman & Hendry, 2019; Shilton et  al., 

2013). Much of this research has focused on early stages of 
design, although recently, there is growing attention to val-
ues in later stages of development and maintenance (e.g., 
Houston et al., 2016; Whittle, 2019). We contribute to this 
emerging body of research with particular attention to 
power relationships between new Web technologies and 
established corporate platforms, especially how these rela-
tionships impact the work of building and maintaining 
alternatives. In addition, researchers have used GitHub data 
to study social structures in software development (Cheng 
& Guo, 2019; Strzalkowski et al., 2019), and GitHub issues 
in particular to understand community governance around 
codes of conduct (Li et al., 2021). However, to our knowl-
edge, ours is the first study to use GitHub issues to examine 
how interoperability among software can challenge the 
ongoing achievement of desired social and ethical 
outcomes.

Given the ubiquity of large corporate internet platforms, 
emerging alternatives are likely to operate alongside rather 
than replacing them, at least for the time being. Accordingly, 
it is important to consider how co-existence with mainstream 
technologies shapes the conditions in which alternatives are 
built. Studying this sort of intervention illuminates the hetero-
geneous and messy present context in which alternative Web 
technologies are built. Our analysis reveals power dynamics, 
competing logics, and potential ways forward for alternative 
Web technologies that must contend with and extend from 
present-day infrastructures. The findings of this study will 
benefit designers of alternative systems, as well as app-devel-
opers, researchers, and others who rely on corporate platform 
APIs. Particularly, by mapping obstacles on a longitudinal 
basis, this research contributes to knowledge about planning 
for challenges that may emerge in later stages of developing 
and maintaining Web technologies.

Background

Social Media as Alternative Media

Concepts about “alternative media” provide vital scaffolding 
for this analysis. Couldry and Curran (2003) define alterna-
tive media as “media production that challenges, at least 
implicitly, actual concentrations of media power, whatever 
form those concentrations may take in different locations” 
(p. 7). Atton (2002) similarly explains that alternative media 
are “crucially about offering the means for democratic com-
munication to people who are normally excluded from media 
production” (p. 4). By these definitions, alternative media 
are not defined only by their content, but more significantly 
by the processes of their production and distribution, and 
particularly how these reshape social and power relations 
around media.

When contrasted with previous forms of corporate media 
(e.g., broadcast and print media), Web 2.0 appears to match 
Atton’s definition by providing tools for everyday people to 
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engage in online media production and distribution. And yet, 
Gehl (2015) observed,

This leaves alternative media theory in a double-bind: social 
media allow for people to be producers, certainly more so than 
traditional media, but they are owned by for-profit firms who 
can be hostile to alternative ideas, discourses, and organizing—
especially when those practices challenge corporate hegemony. 
(p. 1)

Alternative social media and Web technologies, such as 
Mastodon, IndieWeb, Disapora*, Secure Scuttlebutt and oth-
ers, demonstrate yet new arrangements of media power, 
challenging the hegemony of corporate social media. Gehl 
(2015) argues that these emerging technologies merit schol-
arly attention “because they give us new ways to think about 
media, media infrastructures, and mediated social interac-
tions” (p. 8). This motivates our decision to study alternative 
social media with consideration for power relationships. 
Specifically, we align this work with Cohen’s (2012) argu-
ment that “if we follow Atton in understanding alternative 
media through organizational processes and resulting social 
relations, we need to consider labour” (p. 208). To that end, 
we focus on the work involved in building and maintaining 
alternative social media technologies, including the extent to 
which relationships with existing platforms influence what is 
possible and how much work it takes to achieve.

Values, Infrastructures, and Platforms

Commitments to social values are a significant feature of 
alternative social media (Gehl, 2015) and of emerging decen-
tralized Web technologies more generally. For example, 
internet Archive founder Brewster Kahle called for builders 
of decentralized Web technologies to “bake our values into 
the code” (Kahle, 2015). Research about values and design 
can help us understand how this could be meaningfully 
pursued.

There has been substantial research in Human-Computer 
Interaction (HCI) and related fields about addressing values 
during design processes, such as Value-Sensitive Design 
(VSD) (Friedman & Hendry, 2019), reflective design 
(Sengers et  al., 2005), and values at play (Flanagan et  al., 
2005). These approaches are focused on building technolo-
gies that enhance “human well-being, human dignity, justice, 
welfare, and human rights” (Friedman & Kahn, 2003, p. 
1186). One lesson from this research is that “baking” values 
into a design should not be interpreted as somehow fixing 
them as mandatory outcomes of a technology. Most values 
and design research adopts an interactional perspective, 
affirming that “whereas the features or properties that people 
design into technologies more readily support certain values 
and hinder others, the technology’s actual use depends on the 
goals of the people interacting with it” (Friedman & Kahn, 
2003, p. 1179). In addition, some values may be latent except 

in specific circumstances, when they shift from potential to 
performed values (Shilton et al., 2013). Although the major-
ity of values and design research focuses on early stages of 
design, recent work has begun extending these theories to 
“more technical stages of development” involved in software 
engineering (Whittle, 2019). Focusing on values in these 
stages can identify moments where values are shaped by 
interactions among various software, standards, developers, 
documentation resources, dependencies, and other entities. 
This is especially pertinent for understanding large socio-
technical systems such as the Web, where an abundance of 
such relationships leads to instability and breakdowns. To 
account for this, we draw from scholarship about social and 
ethical features of internet infrastructures and platforms.

Internet infrastructures are defined by complexity, involv-
ing “a baffling network of relationships producing signifi-
cant outcomes that no single actor seems particularly able to 
foresee” (Sandvig, 2013, p. 89). Understanding these rela-
tionships is made more difficult by the fact that infrastruc-
tures tend to recede into the background when they are 
operating smoothly (Star, 1999). Breakdowns—moments 
where a system fails or is unsuitable to meet particular 
needs—create opportunities for infrastructural inversions 
(Star, 1999), figure/ground shifts that draw attention to back-
ground infrastructures. Scholars can capitalize on infrastruc-
tural inversions to uncover tacit “infrastructuring” labor, 
which involves “in-situ design work of tailoring and config-
uring the infrastructure” to accommodate whatever activities 
are stifled by the breakdown (Pipek & Wulf, 2009, p. 458). 
During these moments, a technology’s values may be reinter-
preted or reshaped, and thus maintenance, use, and later 
stages of development are important to address when study-
ing values and design.

As well as infrastructure studies, we draw from related 
work about platforms (e.g., Helmond, 2015). Similar to 
infrastructure studies, platform studies follow a material-
technical approach to investigate “the connection between 
technical specifics and culture” (Bogost & Montfort, 2009, 
p. 5). These approaches differ in that infrastructure studies 
emphasizes “ubiquity, reliability, invisibility, gateways, and 
breakdown” while platform studies highlight “programma-
bility, affordances and constraints, connection of heteroge-
neous actors, and accessibility of data and logic through 
application programming interfaces (APIs)” (Plantin et al., 
2016, p. 2). Given that corporate platforms are the main-
stream against which alternative Web technologies cast 
themselves, the particulars of platforms are a vital consider-
ation for this research. Notably, platform business models are 
based on occupying an intermediary position, bringing 
together users, content producers, advertisers, and other par-
ties (Gillespie, 2010). The reliance of third-party developers 
upon platforms as part of this arrangement is a major focus of 
this research. Thus, a platform perspective helps unpack 
power relationships, such as how platform APIs support and 
constrain flows of data to serve platform goals.



4	 Social Media + Society

IndieWeb

Our research is focused on the nexus of the IndieWeb and 
platform APIs, which it uses as a distribution mechanism. 
IndieWeb’s website describes it as “a community of individ-
ual personal websites, connected by simple standards, based 
on the principles of owning your domain, using it as your 
primary identity, to publish on your own site (optionally syn-
dicate elsewhere), and own your data” (IndieWeb.org, 2021). 
IndieWeb’s core motivations are to increase individual’s 
autonomy and empowerment online (Çelik, 2016). 
Individuals are to be empowered by both owning and con-
trolling their Web content, rather than relying on platforms 
for hosting, as well as by connecting to “all services, not just 
one” (IndieWeb.org, 2020). IndieWeb community members 
commonly post first to their personal website, and then syn-
dicate to a variety of other platforms.

IndieWeb’s community has produced several standards 
for adding social features to personal websites. Two of the 
most salient for this paper are “Microformats 2” (MF2) and 
“Webmention.” MF2 is a semantic markup standard with 
which one can add machine-readable context to HTML, such 
as by specifying the title, author, publication date, type of 
post (e.g., article, like, reply, photo), or other properties of 
some Web content. Webmention is a standard for notifying 
when one webpage links to another.

In combination, these standards allow interactions such as 
replies, likes, shares, and other familiar social media actions 
to be communicated among individual websites. As described 
in the Webmention spec (Parecki, 2017), if Bob uses his 
website to write a reply to Alice, he can send a Webmention 
with the following content:

source = http://www.bob.example/post-by-bob

target = http://www.alice.example/post-by-alice

“Source” indicates the URL sending a Webmention and “tar-
get” indicates the recipient. If Alice chooses, her site may 
display Bob’s reply, in which case it will parse the content 
from the source URL. For example, if Bob has added MF2 
markup indicating the post is a “like,” Alice’s site could dis-
play, “Bob liked this post.” Webmention and MF2 are 
designed to be generalizable, so Bob and Alice’s websites 
can communicate even even if they have different structures 
or use different software. These standards are core mecha-
nisms for communication among IndieWeb sites, and form 
an important part of IndieWeb’s systems for syndicating to 
and from corporate platforms, discussed presently.

Syndicating to Platforms With Bridgy

One of IndieWeb’s defining features is its emphasis on main-
taining connections to platforms through an approach called 
POSSE (Publish on Own Site, Syndicate Elsewhere). 
Although IndieWeb’s premise is that people use their own 

websites as their main online presence, they do not necessar-
ily avoid corporate social media altogether. IndieWeb users 
often syndicate from their personal Web sites to Facebook, 
Twitter, and other platforms, and then retrieve comments, 
likes, and other responses back to the original post. IndieWeb 
co-founder Tantek Çelik described two advantages to this 
approach: (1) It allows one to keep in touch with friends or 
family across social media, (2) by aggregating interactions 
from many platforms in one place, one “has an experience on 
his site that’s better than any silo” [i.e., corporate Web plat-
form] (Çelik, 2014).

The most popular tool for POSSE is a Web service called 
Bridgy, which “pulls comments, likes, and reshares on social 
networks back to your Web site. You can also use it to post to 
social networks—or comment, like, reshare, or even RSVP—
from your own web site” (Bridgy, 2020). Figure 1 shows an 
example of how responses from social media platforms can 
be displayed on the original post. Like many IndieWeb tools, 
Bridgy is free and generates no revenue. Bridgy works by 
translating between popular platform APIs and IndieWeb 
sites that support Webmentions and MF2. In contrast to 
IndieWeb’s generalizable standards, APIs vary across plat-
forms, each allowing access to different types of data and 
requiring distinct methods to facilitate that access. Thus, 
when Bridgy connects to various platforms, its features vary 
according to the constraints of individual APIs. Figure 2 rep-
resents the overall data flow when syndicating content from 
an IndieWeb site to a platform such as Facebook, and then 
“backfeeding” likes, comments, and other responses from 
the platform to the original post. Importantly, communica-
tion between the IndieWeb site and Bridgy uses Webmentions, 
which require the “source” content to be posted at a publicly 
accessible URL.1 Thus, Bridgy does not support syndication 
of private content.

Bridgy is one of the most widely used pieces of IndieWeb 
software. To put Bridgy’s scope in context, when IndieWeb 
celebrated that one million Webmentions had been sent in the 
wild, 960,778 had been sent using Bridgy (Barrett, 2018a). 

Bob

Alice

Sarah

Great post!
via Facebook.com

liked this
via Facebook.com

retweeted this
via Twitter.com

Comments

Figure 1.  After syndicating content from one’s website to 
various social media platforms, Bridgy can be used to “backfeed” 
likes, retweets, and other responses. This is typically used to 
display responses from across social media alongside the original 
post.

http://www.bob.example/post-by-bob
http://www.alice.example/post-by-alice
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Moreover, Bridgy has been recognized as influential for 
opening up IndieWeb beyond its early adopters, since it was 
the first broadly accessible tool for connecting IndieWeb to 
corporate social media. Accordingly, Bridgy is a valuable 
site through which to investigate IndieWeb’s relationship 
with corporate platforms and therein to map out consider-
ations for co-existence among alternative and mainstream 
Web technologies.

Method

Like most IndieWeb projects, Bridgy is open source and 
hosted on GitHub, a platform for software code and other 
version-controlled repositories. GitHub repositories include 

a detailed history of revisions to source code and other docu-
ments, making it possible to identify how a project has 
changed over time. Individual changes are published as 
“commits” and discussion threads about new features and 
bugs are archived as “issues.” Any GitHub user can post an 
issue to a repository or participate in discussions about exist-
ing issues. When people commit code to the repository, they 
can reference the issue in a “commit message,” in which case 
the issue thread will include a link to that commit. Figure 3 
shows a rudimentary example of how issues are structured.

Issues provide an apt entry-point for investigating 
Bridgy’s connections to other systems. First, they highlight 
breakdowns, since most literally describe errors, bugs, and 
other problems. Second, they present traces of the work that 

Bridgy

WM 
sender

Publish as 
HTML

WM 
receiver

Publish 
endpoint

Listen 
endpoint

*WM = Webmention

Facebook post

Likes, replies, 
etc.

Facebook

API

API
Public

blog post, 
article, etc.

Comments 
section

(optional)

Personal IndieWeb site

WM 
receiver

WM 
sender

Figure 2.  Data flow between IndieWeb site, Bridgy, and Facebook. Top row: Syndicating from an IndieWeb site to Facebook.  Bottom 
row: “Backfeeding” responses from Facebook to an IndieWeb site.

Figure 3.  Basic structure of a GitHub issue. Issues are discussion threads about software bugs or features, which can contain 
references to specific code commits.
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was conducted to resolve these breakdowns. In many cases, 
these discussions reference specific commits in which an 
issue was addressed or resolved, making it possible to 
observe deliberation and troubleshooting in developer dis-
cussions, and then to identify ways that issues were addressed 
through code.

We downloaded copies of Bridgy’s issues for analysis. 
Between the earliest item (4 January 2014) and the time of 
downloading (5 March 2018), there were 799 issues. We then 
performed a keyword search to get a general sense of how 
many issues pertained to each platform, with the following 
results: Twitter (N = 316), Facebook (N = 278), Google 
(N = 165), Instagram (N = 99), Flickr (N = 50), and Blogger 
(N = 32).2 This is not an exact measure because the presence 
of a keyword does not guarantee that the issue actually per-
tains to that platform, and some keywords are ambiguous 
(“Google” could indicate the search engine, Google+, or the 
company generally). Nonetheless, this preliminary query 
contributes a rough sketch of where Bridgy has had the most 
issues in relation to corporate platforms.

We focused on issues involving Facebook for two rea-
sons. First, they represent a significant proportion of Bridgy’s 
total issues. Second, Facebook’s large scope means these 
issues demonstrate many different types of interactions and 
potential problems. In an interview, Bridgy’s creator 
remarked that, “Any feature in any silo, Facebook has it too. 
And then they also have ten or a hundred thousand features 
that silo doesn’t. There aren’t many concerns that you don’t 
see in Facebook.”

A first pass reading of the 278 issues that included the 
term “Facebook” revealed that 147 of them described some 
sort of problem or feature request related to Facebook’s API. 
We then used open coding to organize the issues into catego-
ries describing types of problems that were most prominent. 
Where possible, we followed links to code commits that 
were referenced in the issue discussions, which assisted in 
identifying how Bridgy’s developers responded to different 
types of challenges.

While studying GitHub data, we were mindful for poten-
tial pitfalls presented by Kalliamvakou et al. (2016), two of 
which are relevant for this study. First, like many projects, 
Bridgy is not contained wholly within a single repository, 
instead relying on pieces from other repositories to perform 
some functions. Studying a single repository without consid-
ering its dependencies can lead to an incomplete understand-
ing. A benefit of our approach is that issues posted to the 
main Bridgy repository often reference commits to its depen-
dencies. Therefore, it was possible to start with Bridgy and 
expand outward to its dependencies, avoiding a potential 
blind spot.

Second, GitHub projects almost always involve develop-
ment and discussion occurring outside of the GitHub plat-
form. Accordingly, this study is supplemented by ongoing 
participant-observation of IndieWeb’s developer community 
and a semi-structured interview with Bridgy’s creator and 

lead developer, Ryan Barrett. This interview served to verify 
our assessment of the technical challenges and approaches as 
discovered through analysis of its GitHub repository, as well 
as to develop a richer understanding of how the challenges 
were addressed.

Findings

Like most IndieWeb projects, Bridgy is largely built by one 
person. At the time of analysis, approximately 92% (N = 2401) 
of Bridgy’s 2606 commits were made by Bridgy’s creator 
and lead developer, Ryan Barrett. However, Bridgy brings 
together a variety of IndieWeb community members. Eleven 
people have made commits to Bridgy’s code, and 123 people 
have posted or commented on issues. Three types of prob-
lems emerged as the most substantial and recurring causes of 
breakdowns described in Bridgy issues: Mapping between 
URLs and API IDs, occasionally ambiguous privacy sta-
tuses, and ongoing precarity due to API updates. We sum-
marize these problems here as well as developers’ responses.

Mapping Between URLs and API IDs

When syndicating between personal Web sites and Facebook, 
Bridgy spans a threshold between the open Web and platform 
APIs. The most prominent challenge in Bridgy’s develop-
ment has been translating between different ways of address-
ing an object across this boundary. Objects on the open Web 
are addressed using URLs, such as http://facebook.com/
{user-id}/{object-id}, whereas the same object could be iden-
tified within Facebook’s API using an ID in a format such as 
{user-id}_{object-id}.

In some instances, it is straightforward to translate 
between these formats. In the example above, one can map 
between these identifiers using {user-id} and {object-id}. 
However, this mapping is often quite difficult for a variety of 
reasons. Notably, Facebook IDs come in multiple formats, 
represented in Table 1.3 Bridgy’s developers struggled to pre-
dict which format is required in different cases, and Bridgy’s 
code resorts to trial and error to find the correct format.

Mapping between URLs and API IDs became more diffi-
cult in 2014, when Facebook released version 2.0 of its API. 
This update limited the amount of data third-party develop-
ers could access. In 2018, when Facebook CEO Mark 
Zuckerberg (2018) testified before the U.S. House of 
Representatives Committee on Energy and Commerce about 
Cambridge Analytica’s collection of Facebook users’ data, 
he asserted that this update “makes it so a developer today 
can’t do what Kogan [the developer who shared data with 
Cambridge Analytica] did years ago.” One of the changes 
was the introduction of app-scoped user IDs, which mean 
that each third-party app is given a different ID for the same 
user. This improves Facebook users’ privacy and security by 
frustrating efforts to combine data collected by multiple 
apps. However, this also complicates Bridgy’s efforts to map 

http://facebook.com/
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between a URL on Facebook.com and the corresponding 
object in Facebook’s API.

This led a notable reduction in Bridgy’s capabilities. 
Previously, Bridgy could be used to like a Facebook post 
from one’s own website, following the process in Figure 4. 
This is no longer possible because URLs to view a Facebook 
post in one’s browser refer to users by a “global” numerical 
ID or by their username (which Bridgy can use to find their 
global ID). By design, it is not possible to map a global ID to 
an app-scoped ID, which is required to send or access data in 
Facebook’s API. As a result, the switch to app-scoped IDs 
resulted in Bridgy dropping this feature.

In most other cases, Bridgy has been successful at map-
ping between URLs and API IDs, albeit with considerable 
effort. From Facebook’s perspective, IDs are to be taken as 
opaque objects, and Bridgy’s attempts to decode them are 
not supported. Facebook support has advised Bridgy’s devel-
opers, “Please treat IDs as unique strings, they are not meant 
to be broken down and used” (Facebook for Developers, 
2015b). However, it is only when broken down and used that 
these IDs can be translated in URLs:

There’s no consistent way, either through the API or through an 
algorithm you implement yourself, to say, “Here is a Facebook 

post, what is its permalink on Facebook.com?” We have to guess 
at that with a surprising number of heuristics. Not ideal. So that 
mapping back and forth between the Web and data inside 
Facebook has been the single biggest question. (Interview with 
Ryan Barrett)

Bridging the open Web with Facebook’s API necessitates 
reconciling differences across both sides. Ultimately, IDs 
used to reference Facebook content act as boundary objects, 
allowing different groups to work together in the absence of 
consensus by “tacking” back and forth between an object’s 
general form, which is meaningful across communities, and 
specific forms of the object tailored to meet local needs (Star, 
2010). Bridgy and Facebook share a general understanding 
of IDs as a means of referring to objects, but differ in their 
local expectations of how IDs should be used. As a result, 
Bridgy uses heuristics, trial and error, and similar methods to 
fit the shared general understanding of IDs with its local 
requirements.

Privacy From Front-End to Back-End

There are two main mechanisms for users to control who 
accesses their data on Facebook. First, Facebook’s privacy 

Table 1.  Types of Formats for Facebook IDs. Adapted Comment From Bridgy’s Code.

Format Example

“Simple number, usually a user or post” 12
“Two numbers with underscore, usually POST_COMMENT or USER_POST” 12_34
“Three numbers with underscores, USER_POST_COMMENT” 12_34_56
“Three numbers with colons, USER:POST:SHARD” 12:34:63
“Two numbers with colon, POST:SHARD” 12:34
“Four numbers with colons/underscore, USER:POST:SHARD_COMMENT” 12:34:56_56
“Five numbers with colons/underscore, USER:EVENT:
UNKNOWN_UNKNOWN.
Not currently supported!”

111599105530674:195181727490727: 
10102446236688861: 10205257726909910_
195198790822354

Figure 4.  Basic process of posting a like from one’s personal website using Bridgy, which is no longer possible since the release of 
Facebook’s API version 2.0.
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settings can specify an audience that can view their content 
using Facebook’s website or app. Options include “Public,” 
“Friends,” “Friends except [...],” “Specific friends,” and 
“Only me.” Second, whenever a third-party app such as 
Bridgy wants to access Facebook data, users must grant it 
permission. For example, to access posts and photos, a third-
party app will display a notice that the app will receive “your 
timeline posts and photos”—If the user agrees, the app is 
granted the user_posts and user_photos permissions to 
access that data in Facebook’s API.

These two privacy mechanisms are independent, and 
there is no way to grant a third-party developer access to 
public photos, but not to photos intended for friends only. As 
a result, it has been up to third-party developers to manage 
their treatment of posts with different audiences.

As shown in Figure 1, the data flow when ‘backfeeding’ 
responses from Facebook to an IndieWeb site involves pub-
lishing the response as a publicly accessible HTML page 
Consequently, when accessing content in Facebook’s API, 
Bridgy checks its privacy status and ignores any content not 
marked explicitly as ‘public.’ Barrett commented on this 
process:

That is non-trivial to determine for a given object in the 
Facebook API, is it public? Usually, 90% of the time, it’s 
straightforward. Another 9% it takes some work, but you can 
figure it out, again depending on the type. It’s like 1% or maybe 
0.1% where you actually can’t tell [. . .] If you go look at the 
[User Interface] in Facebook, you can usually tell. But 
programmatically you can’t. When that happens, I have to err on 
the side of not doing anything with it. (Interview with Ryan 
Barrett)

The most striking example of this difficulty can occur 
with photos. In Facebook’s API, photos themselves do not 
possess a privacy status. Instead, each photo is part of a par-
ent post and/or album, which contains a privacy field indicat-
ing the intended audience, as shown in Figure 5. Therefore, 
determining the privacy status for a photo in Facebook’s 
requires one to check this parent.

When someone posts multiple photos to their Facebook 
timeline in a short period of time, Facebook creates a parent 
post representing them as a group even if the individual pho-
tos have distinct privacy settings. However, in Facebook’s 
API, the parent post object may have a privacy status of 
“CUSTOM.” In a GitHub issue, Barrett explained that 
Facebook’s documentation “[does not] say anything about 
what CUSTOM with no details means.”4 As a result, there 
are rare cases where it is not possible for Bridgy to determine 
the privacy status of an object in the API, even if it would be 
apparent through Facebook’s user interface.

When this was reported as a potential bug to Facebook’s 
developer support, the response indicated that Bridgy’s 
method of constructing the photo object’s ID resulted in 
accessing the photo through an unusual path where the pri-
vacy status could be unidentifiable. Specifically, following 
the structures in Table 1, Bridgy’s navigation of Facebook’s 
API included parsing an ID string like “USER_POST_
COMMENT” into its three parts, then reassembling those 
parts to access related API objects. However, the support 
representative indicated that one should never have to con-
struct object IDs in this way (Facebook for Developers, 
2015a). This demonstrates that Bridgy’s usage was beyond 
Facebook’s expectations and highlights how unconventional 
efforts to repurpose platforms can surface hidden features or 
limitations of their systems.

The decision to ignore data that is not explicitly marked as 
public has led to cases where Bridgy fails to process content 
that is intended to be public if the privacy setting in 
Facebook’s API is unclear. This has been interpreted by mul-
tiple users as a bug on Bridgy’s part, since the data is marked 
as public in Facebook’s user interface and yet was ignored by 
Bridgy.

This example helps position the importance of privacy in 
Bridgy’s design. IndieWeb is generally less concerned with 
privacy than some other alternative social media, evidenced 
by its practice of syndicating content to corporate platforms 
and the fact that IndieWeb sites are almost always publicly 
accessible. However, even though Bridgy does little to 

Parent
post object

"privacy": {
  "value": "CUSTOM",
}

Possible values of privacy:
- EVERYONE
- ALL_FRIENDS
- FRIENDS_OF_FRIENDS 
- SELF
- CUSTOMPhoto 1 Photo 2 Photo 3

Post properties

Figure 5.  In Facebook’s API, photo objects themselves do not have a privacy field, so Bridgy checks the privacy field of their parent 
post.
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enhance individuals’ privacy, when a threat emerged to exist-
ing privacy expectations (that a private Facebook photo 
should not be made public), addressing it took priority over 
other aspects of Bridgy’s design.

Precarity and API Updates

APIs can change quickly and unpredictably. During this 
study, Facebook issued security and privacy API updates in 
light of the Cambridge Analytica scandal, which removed 
the ability for third-party apps to publish content to one’s 
Facebook account (Archibong, 2018) and to retrieve data 
from anyone who had not directly authorized the app to 
access their account. This meant Bridgy could no longer 
access responses from people who were not also Bridgy 
users, which constituted “probably 98-99%” of interactions 
Bridgy had been backfeeding from Facebook (R. Barrett, 
personal communication, January 31, 2019). Since this 
closed off the vast majority of Bridgy’s Facebook’s function-
ality, Bridgy dropped support for Facebook altogether 
(Barrett, 2018b).

During our interview, Barrett was quick to assert that 
problems he encountered with Facebook’s API were not a 
result of malice. Rather, “in many ways what Bridgy is doing 
is not at all what Facebook expects the average Facebook 
app to do.” Furthermore, he asserted that an app like Bridgy 
is simply too small to be a concern for Facebook, citing his 
past experiences as a senior engineer at Google:

I have seen some it at the inside of Google. For things that aren’t 
security breaches—for apps that are just doing funny things that 
may or may not be against your TOS [terms of service]—if 
they’re small enough you don’t care.

Thus, it is unlikely that anyone at Facebook was specifically 
motivated to restrict services like Bridgy. Instead, Facebook’s 
attitude toward Bridgy could be characterized as indifference.

This indifference creates opportunities for experimenta-
tion and innovation, but as demonstrated by Facebook’s 
API updates in 2018, also cultivates substantial risk. 
Another IndieWeb developer who created a commercial 
service with similar syndication features as Bridgy has 
written that reliance on platform APIs was an obstacle, 
especially from a business perspective, “Investors would 
ask about the supplier risk of being so heavily dependent on 
third-party APIs to provide a lot of the core value. They 
were right” (Werdmüller, 2018).

Although Bridgy was, for a time, successful at navigating 
its relationship with Facebook, the pressure of the Cambridge 
Analytica scandal prompted a set of restrictions in Facebook’s 
API that Bridgy could not accommodate. While the circum-
stances surrounding Facebook’s API restrictions were dra-
matic, they represent a precarity that extends to all similar 
dependence on platforms. Nonetheless, the purpose of 
POSSE in the first place is to reduce dependence upon 

platforms by encouraging people to post to their personal 
website first, rather than allowing the only copy of one’s con-
tent to be on a platform. In this respect, the outcome when 
Bridgy has lost access to platforms demonstrates resilience 
of this overall approach. Specifically, losing access to 
Facebook’s API did not result in any loss of data for users, 
since their posts and responses pulled from Facebook were 
stored on their personal websites.

Furthermore, while Facebook’s API shutdown led to an 
overnight decrease in Bridgy accounts (Barrett, 2020), other 
platforms with which Bridgy supports POSSE remain func-
tional and new platforms have been added, including Meetup, 
Reddit, and Mastodon. And almost 3 years after Bridgy lost 
support for Facebook, it returned in the form of a browser 
plugin (Barrett, 2021). Thus, although API changes thwart 
long-term stability, there are still opportunities to meaning-
fully repurpose and extend corporate platforms beyond their 
intended uses, albeit with considerable effort and tolerance 
for setbacks.

Discussion

Our research questions were (1) How might IndieWeb’s goals 
be challenged by its reliance on corporate APIs? (2) If prob-
lems arise, how are they addressed? The results have high-
lighted the need for ongoing infrastructuring work, and a 
related danger of emergent ethical dilemmas (in this case, 
concerning privacy). Alongside this, there was persistent 
precarity due to the potential for API changes that modify or 
remove access to data.

IndieWeb’s POSSE model for syndicating data between 
personal websites and corporate platforms is fundamentally 
about artful integration. Specifically, this model is about 
“the collective achievement of new, more productive interac-
tions among devices, and more powerful integrations across 
devices and between devices and the settings of their use” 
(Suchman, 2002, p. 99). This does not indicate that Bridgy 
exemplifies a special and unusual type of design that relies 
on networks of relations, but rather that it explicates the role 
of these relations, which are mutually generative for all 
objects. This perspective of design as existing within net-
works of mediation is a counter to the stance of “design from 
nowhere,” which “is closely tied to the goal of construing 
technical systems as commodities that can be stabilized and 
cut loose from the sites of their production long enough to be 
exported en masse to the sites of their use” (Suchman, 2002, 
p. 101). When Bridgy’s use of Facebook’s API achieved sta-
bilization, it was a mutual accomplishment based on interac-
tions between both actors. Yet, since Facebook was 
essentially indifferent to Bridgy, the burden of maintaining 
that accomplishment fell to Bridgy’s developers, while 
Facebook’s API changes and other inconsistencies regularly 
caused destabilization.

Consequently, Bridgy can never be cut loose from the site 
of its production. Given the extent to which it diverges from 
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Facebook’s expected use-case, Bridgy demonstrates surpris-
ing resilience. However, platform APIs are ultimately gate-
keepers, and the capacity to use them in unexpected and 
unintended ways is hard won. Since Web platforms generally 
follow a model of constant iterative development (O’Reilly, 
2007), third-party developers are required to do the same. 
This means constantly updating their software to maintain 
compatibility where possible and dealing with the fallout of 
incompatibility where necessary. This limits the potential for 
building long-lasting third-party software, since this requires 
that developers remain active over several years of 
maintenance.

Earlier we defined alternative media in terms of their 
capacity to include people who have been marginalized from 
mainstream media. This makes it important to acknowledge 
that in the case of unpaid software development such as 
Bridgy’s, ongoing maintenance is only possible for develop-
ers who are sufficiently committed and privileged to balance 
this labor against professional, family, and other obligations. 
This increases burdens for many groups, including women, 
who generally take on a greater share of unpaid social pro-
ductive labor such as child care and housework (Sayer, 
2005).

Researchers who rely on social media data have experi-
enced similar challenges and offer insights that extend to our 
analysis. In both contexts—social media research and 
Bridgy’s repurposing of platforms as distribution—even dra-
matic API restrictions can be navigated to some extent. Bruns 
(2019) identified four paths forward for social media 
researchers, which are also useful for thinking about the 
future of alternative Web technologies that use platform 
APIs.

1.	 Walk away: Bruns notes that some will stop conduct-
ing research using platform APIs. Bridgy’s loss of 
Facebook support parallels this. Just as researchers 
who walk away from platform data may still work in 
other areas, software developers who abandon one 
platform may devote their time to engaging with oth-
ers, as was the case with Bridgy, or to working on 
alternatives that do not interoperate with corporate 
platforms.

2.	 Lobby for change: Developers of emerging Web 
technologies are less likely than academics to be lob-
byists for regulatory changes. Nonetheless, their 
work is affected by regulation. For example, Europe’s 
General Data Protection Regulation (GDPR) includes 
a data portability provision that is especially relevant 
for software such as Bridgy, since it can be  
interpreted as facilitating “user-centric platforms of 
interrelated services”; however, other interpretations 
are possible (De Hert et  al., 2018 p. 203)  
On the other hand, IndieWeb community members 
have debated about whether backfeeding comments 
from social media could itself violate the GDPR 

(Goldsmith, 2018; Greger, 2018). Ultimately, regula-
tions are likely to simultaneously support and con-
strain emerging alternative technologies, which are 
often too small to warrant specific attention in regu-
latory design.

3.	 Accommodate and acquiesce: Bruns (2019) offers 
several ways in which researchers may maximize the 
value of increasingly restricted API data, such as by 
combining “disparate, incomplete, imperfect datas-
ets” (p. 1559). Our analysis of Bridgy has highlighted 
the extent to which all longitudinal access to API data 
is likely to involve at least some accommodation of 
this sort. Ingenuity can push the boundaries what is 
possible; however, the work of maintaining applica-
tions that diverge from expected API use-cases is 
onerous. Reflecting on his decision to stop working 
on NetVizz, a research software for working with 
Facebook data, Rieder (2018) argued that this labor 
requires “substantial support from organizations 
capable of investing resources that may not lead to 
immediate deliverables.” Thus, we should pay close 
attention to organizational and economic structures 
that can support alternative technologies. Recent 
work about community-oriented funding for alterna-
tive platforms is particularly valuable to that end 
(e.g., Schneider & Mannan, 2021; Scholz & 
Schneider, 2016).

4.	 Break the rules: The final path Bruns presents is to 
break the rules, such as by Web scraping HTML from 
platform websites. Putting aside legal and ethical 
questions about such an approach, the precarity-
related challenges identified in this paper would be 
amplified when Web scraping, since platforms’ 
HTML is easily and routinely obfuscated to frustrate 
machine-readability.

Bruns (2019) concludes that, at least in the short term, all 
of these paths will be followed by researchers. The same is 
true of developers who rely on platform APIs, and there are 
many complements among the interests of both groups.

Beyond the question of maintaining functionality at all, the 
ethical dilemma we observed about ambiguous privacy sta-
tuses merits special consideration. Shilton et  al.’s (2013) 
sociotechnical dimensions of values provide language for 
describing the place of privacy in Bridgy’s design: Salience 
(peripheral to central), intention (accidental to purposive), and 
enactment (potential to performed). The decision to only pro-
cess public data reflects a performed commitment to privacy, 
however one that literally pushes it to the periphery. However, 
privacy became a vital and central value for resolving a situa-
tion that had not been foreseen by either Facebook’s or 
Bridgy’s developers—From Facebook’s perspective, Bridgy’s 
unconventional way of mapping objects in Facebook’s API, 
and from Bridgy’s perspective, Facebook’s ambiguous docu-
mentation of privacy status when accessed through that route.
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Many instances of values-oriented design take a critical 
approach based on challenging the status quo (e.g., Flanagan 
et  al., 2005). In fact, this is the basis of IndieWeb’s (and 
Bridgy’s) overall effort to build alternative Web technologies 
that enhance individual autonomy. Yet, when it comes to pri-
vacy, Bridgy does not attempt to enhance individuals’ pri-
vacy, but rather to avoid deteriorating Facebook’s existing 
privacy features. We posit that design strategies for preserv-
ing values are particularly difficult to articulate in advance of 
use, since some threats to values may only emerge as a result 
of unforeseen relationships.

Addressing unanticipated threats to values can be served 
by Houston et al.’s (2016) proposed agenda to move away 
from a notion of values as universal properties and toward an 
understanding of valuation as “contingent, ongoing pro-
cesses through which things are rendered valuable in a wider 
social and material context” (p. 1412). One of the conse-
quences of this shift is an awareness that “what values are 
materialized and how they are made visible are deeply inter-
twined issues” (Houston et  al., 2016, p. 1412). And thus, 
while some values are defined and prioritized in advance of 
material engagements, others may be taken for granted or 
otherwise invisible until a situation emerges that demands 
attention to a particular value. Preserving values, therefore, 
is less likely to involve stabilizing a design toward a particu-
lar direction, but rather identifying and responding to emer-
gent destabilizations. To that end, research that pursues 
infrastructural inversions at sites of ongoing maintenance 
will be fruitful for extending our knowledge about the sus-
tainability of alternative technologies, especially those that 
interoperate with corporate Web platforms.

Conclusion

This study has investigated the work of maintaining a system 
for POSSE syndication between IndieWeb sites and 
Facebook. Given the extent of platformization, many new 
systems and tools must co-exist with corporate platforms to 
some extent, even as they attempt to provide an alternative. 
Our analysis has illustrated the extent to which infrastructur-
ing work is necessary to maintain the stabilization of such 
arrangements. Furthermore, we have shown that emergent 
situations can necessitate design interventions to preserve 
values that had previously been taken for granted. These are 
important considerations for IndieWeb’s efforts to provide an 
alternative that operates alongside and in collaboration with 
corporate platforms while remaining independent of them.

In addition, this study has demonstrated that GitHub 
issues can be a rich analytic resource for infrastructural 
inversions. Norms and conventions for issues vary among 
different projects, but issues have several features that make 
them invaluable for finding connections between design 
goals, sociotechnical obstacles, and specific technical deci-
sions. Scholars engaged in the long-standing and yet 

unfulfilled effort to bridge social and technical research will 
benefit by adding this sort of analysis to their toolkit.
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Notes

1.	 A small number of IndieWeb sites have implemented an exten-
sion to the Webmention spec, which allows private posts. 
However, private Webmentions are currently not used widely 
and are not supported by Bridgy.

2.	 At the time of this study, Bridgy had recently added compat-
ibility for syndicating to and from GitHub. This feature was 
excluded from this study because it was new and lacked issues 
for analysis.

3.	 Table 1 is adapted from lines 1594–1614 at https://github.com/
snarfed/granary/blob/1e2568698de6f93ce383db2631cdfddfec
d9634e/granary/facebook.py

4.	 See https://github.com/snarfed/bridgy/issues/611/#issuecomm
ent-174315265
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