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Contact tracing apps have been suggested as a promising approach towards containing viral spread during

pandemics, yet their actual use in the COVID-19 pandemic has been low. While researchers have examined

reasons for or against installing contact tracing apps, we have less understanding of their ongoing use and

how they interact with everyday pressures related to work, communities, and mental well-being. Through a

survey of 153 working people in Japan and 15 follow-up interviews, we investigated attitudes toward installing

and using Japan’s national contact tracing app, COCOA, and how these related to respondents’ daily lives,

work structures, and general attitudes about the pandemic. We found that motivations about installing the app

differed from those related to ongoing usage. Specifically, we identified ways that people navigate uncertain

norms of behaviour during the pandemic, and how people consider individual risks such as COVID-related

stigmas, anxiety, and financial precarity when deciding if and how to use COCOA. In light of these, we discuss

the tension between COCOA’s design and desires to protect oneself by selective controlling disclosures. We

note that perceived risks are closely tied to respondents’ local contexts, and based on our analysis, we identify

ways to address these challenges and tensions through design interventions at multiple scales.
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1 INTRODUCTION
Public health crises are complex challenges that require coordination among many parties to serve

the public good. Understanding how people understand and use technologies in these contexts can

help us prepare for future crises. The COVID-19 pandemic emerged in late 2019, and at the time of

writing, the disease has killed almost three million people [26] and efforts to contain the pandemic

have impacted billions. As most of the world awaits wide distribution of vaccines, containment
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measures including social distancing, travel restrictions, testing, and contact tracing remain crucial

[16, 68, 87, 89].

Digital contact tracing apps have been regarded as a particularly important tool for managing

public health crises, since they can contribute to the rapid identification and notification of exposures

to the disease [32]. The effectiveness of these apps is proportional to the number of people who

use them. An influential simulation study found that “the epidemic can be suppressed with 80% of

all smartphone users using the [contact tracing] app, or 56% of the population overall” [44]. Many

regions have thereby targeted an adoption rate of approximately 60%, though even with lower

levels adoption, contact tracing apps can contribute to a reduction of COVID-19 cases and deaths

[83]. Early in the pandemic, survey research reported that a strong majority of the population,

well above 60%, was willing to install a hypothetical contact tracing app [8, 56]. However, actual

adoption has been considerably lower, with installation rates below 10% of the population of nearly

all countries where apps have been deployed [17, 84].

Accordingly, there is a need to understand why contact tracing apps have not been as popular

as anticipated. This is not only significant for addressing the COVID-19 pandemic, but also for

understanding how to design technologies for public health as well as other large, collective

challenges in the future. Researchers have shown that willingness to use these apps is shaped by a

range of factors, such as perceived effectiveness of the apps [30, 110], privacy risks from disclosing

contact, health, and location data [65, 92], and practical concerns such as battery drain and mobile

data costs [92]. Additionally, as we deploy digital technology to fight the spread of COVID-19, it

is important to consider technology could either reinforce or reduce existing inequities related

to representation, access to resource, and stigmatization [51]. Patterns and perspectives related

to inequity, effectiveness, and privacy are situated in the local contexts in which the technology

is being used. In the present study we focus on contact tracing in Japan, where stigmatization of

infected people has been particularly strong [25, 50, 82].

A significant barrier for contact tracing app adoption is that people are urged to make an indi-

vidual choice (using an app on their personal smartphone) to serve a collective good of containing

the pandemic. Further, the collective utility of contact tracing technology to suppress the spread

of viruses depends not only on the adoption of contact tracing apps but also on their continued

use. In particular, registering infections is important so they can be tracked and communicated to

others, as is responding appropriately in the event that one is notified of contact with an infected

person. However, registering infection may involve personal risks, or more precisely, people may

perceive it as posing a personal risk even if the feature does not retain the ability to identify an

individual. Indeed, research have shown that people’s risk assessments vary in relation to different

functions of contact tracing, such as identifying contacts, sending notifications, and monitoring

systems [65]. In addition to such personal risks entailed in the use of contact tracing apps, research

about other health tracking smartphone apps (which are predominantly personal informatics)

has found that sustained use has different motivations than initial adoption [20, 29, 63]. Based on

these observations, we address a gap in research about how contact tracing apps integrate into

individuals’ everyday lives on an ongoing basis, with particular attention to how they contribute

to personal benefits and risks that vary significantly depending on one’s social context.

We conducted a survey of 153 working people in Japan, as well as 15 follow-up interviews, to

investigate behaviours and intentions to use Japan’s contact tracing app, COCOA. We investigated

general pandemic attitudes and practices alongside adoption of the app, which illuminated ways that

the app fits (and does not fit) into the context of respondents’ everyday lives. We used quantitative

analysis to identify overall patterns in the responses and drew from qualitative interpretation to

explain these patterns and to illuminate personal risks that shape individuals’ approach to using

the app.
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Three research questions guided our analysis:

(RQ1) What factors shape people’s attitudes about installing and using a contact tracing

app?

(RQ2) What sort of personal risks do participants encounter during the pandemic, and

how does COCOA relate to these?

(RQ3) How do participants navigate risks identified in RQ2?

By “personal risks” in RQ2, we refer to risks besides infection itself. Specifically, we are interested

in personal risks as potential barriers to using COCOA. By doing so, we address the potential for

technical solutions to cause or worsen harms, which has been identified as a vital consideration for

HCI research [14]. Particularly, we look for ways in which a contact tracing app may exacerbate

existing personal risks and social inequities.

Participants described high installation and compliance with COCOA, but doubted that others

would comply and thus were skeptical of COCOA’s utility. Additionally, our findings demonstrate

that local contexts are important for shaping attitudes toward adopting technologies. We identify

ways that people’s overall behaviours and intentions during the COVID-19 pandemicwere shaped by

their communities, workplaces, and other social factors, and that they impact decisions about initial

installation and ongoing use of a contact tracing app. Notably, we found that technical decisions

supporting anonymity are regarded as insufficient in small communities, and thus alleviating

privacy concerns is more nuanced than has been accounted for. The results of this study illuminate

ways that local contextual and social factors shape ongoing usage as well as potential harms arising

from technology.

2 BACKGROUND
2.1 Digital contact tracing
Digital (app-based) contact tracing methods were identified as a promising tool to contain the spread

of COVID-19 because the disease spreads too rapidly to be contained by manual contact tracing

[32]. In brief, digital contact tracing uses mobile technologies that help identify when an infected

person has been in close proximity to someone else, which helps trace and contain infections. A

variety of implementations exist for digital contact tracing, with significant differences about how

much information is collected, considerations of privacy, and integration with other systems [6].

Some major architectural differences are whether an app uses centralized or decentralized storage,

identifies contact by using location data (e.g., using a Global Positioning System (GPS) signal, or by

using Bluetooth to record proximity between devices), and whether any identifying information is

collected [64].

In most regions, contact-tracing apps are optional. There are exceptions, such as China’s Health
Code app being required for entry to many public spaces [73] and apps being mandatory for subsets

of the population in Singapore [27] and India [19]. For those regions where apps are optional, the

actual adoption rate has been as low as 10%, which is considerably lower than the ideal adoption

rate, which is above 60% [17, 84]. Because the effectiveness of contact tracing apps is reliant on

their widespread adoption, many studies have investigated what factors affect people’s intentions

to use them. Prior literature has identified barriers to adoption of contact tracing apps. A significant

challenge is that the main benefit of contact tracing apps operates at a collective scale, with minimal

immediate individual benefit. Research investigating contact tracing app use in Germany reported

that people are less likely to be motivated by commitments to the common good than they are by

individual incentives [74]. Privacy has been identified as an especially significant factor for people’s

attitudes towards contact tracing apps [8], and motivated many of the architectural differences

across app designs [31]. In large part, efforts to address privacy concerns in digital contact tracing
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have focused on fears about surveillance and data breaches, and thus employed mechanisms

such as limiting the amount of data collected, encrypting and decentralizing data storage, and

using anonymous identifiers [92, 97]. For example, literature shows that members of marginalized

populations are more vulnerable to negative outcomes if their privacy is breached [35, 51].

Attitudes around sharing information for the purpose of contact tracing are complex, shaped

by with whom and in what contexts information is shared as well as what information is shared.

Hargittai et al. [42] found that willingness to install a contact tracing app varied based on the

distributor (e.g., the government, a technology company), using contextual integrity theory [80]

to argue this was due to viewing some distributors as less appropriate than others. Lu et al. [65]

compared attitudes toward human contact tracing and digital contact tracing, finding significant

differences in attitude based on factors such as privacy, convenience, emotional reassurance, and

accessibility.

Because adoption of contact tracing technology for COVID-19 has generally been low, research

has primarily reported on people’s attitudes toward the technology and decision-making around

adoption. We extend this work to investigate the influence of these attitudes toward both adopting

and using digital contact tracing, studying COCOA in Japan as a case study given the broader

level of adoption and emphasis on the app as a key part of the national approach to COVID-19

containment. Although COCOA use is higher than many other contact tracing apps worldwide,

the optional nature of the app leads people to make decisions about when and how to use or not

use it. The rationales behind these decisions point to important implications for the use of digital

contact tracing during pandemics worldwide.

2.2 COVID-19 pandemic in Japan
Japan’s first COVID-19 case was reported on January 16th, 2020, and there have been multiple

waves of infections over the course of the pandemic. As of April 8, 2021, Japan had reported 492,860

cases of COVID-19 and 9,286 deaths [26]. Among the measures taken to combat the spread of

COVID-19 were closing Japan’s borders, requesting companies to increase remote working and take

various other precautions, and mandating that schools close and nightlife establishments reduce

their hours in heavily affected areas. Many measures have involved non-compulsory restrictions

of movement, which have been successful at significantly reducing social contacts [111], though

these have been balanced against campaigns to boost restaurant and tourism industries [9, 34].

Alongside the devastation of COVID-19 itself, the pandemic has had severe effects on economic

stability and mental health. Globally, pandemic-related economic hardship has disproportionately

affected younger people and women were more likely to have lost their jobs or had their income

reduced [4]. Research about Japan has found that younger and middle-aged people, women, and

those with precarious employment have disproportionately experienced mental health problems

compared to the rest of the population [101, 104].

An additional consideration for understanding the pandemic in Japan is the role of stigmatization.

Like in many countries [5, 72, 103] people who have been infected with COVID-19 [10, 50] and

healthcare workers [98] have faced discrimination. For example, staff and students at schools where

infections were reported were mocked on social media and the institutions themselves reported

receiving threats [114]. Additionally, healthcare workers have reported being unwelcome at some

restaurants or being asked to leave parks [10]. The Associated Press reported that this is related to

norms about purity and cleanliness that extend through Japan’s cultural history [10]. The Japanese

Association for Disaster Medicine expressed the severity of this stigmatization in a report claiming

that healthcare workers who responded to a cruise-ship outbreak early in the pandemic faced “being

treated as ‘germs’ in the workplace, being bullied, being asked by their children’s nursery schools
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and kindergartens to refrain from attending school, and being asked by workplace managers to

apologize for their activities in the field.” [52]

On the other hand, pressure to conform to social norms has been identified as the most prominent

motivator for wearing masks in Japan [77]. Similarly, stigma against going out during Japan’s state

of emergency was identified as contributing to safe pandemic practices, such as staying at home

[57]. These patterns highlight that stigmatization has multiple effects on the pandemic context.

Negatively, stigmatization is a clear threat to mental health and well-being. Furthermore, in other

disease outbreaks, stigma has hampered contact tracing apps when infected people were motivated

to hide their illness [12]. Given the strength of stigmatization in Japan during the pandemic, it is

important to understand how this could encourage or discourage safe practices.

2.2.1 COCOA. On June 19, 2020, the Japanese government launched a contact tracing app called

COCOA (COVID-19 Contact Confirming Application). COCOA’s app store description reads, “This

app notifies you of close contact with COVID-19 positive users to help the government and

healthcare organizations contain the spread of COVID-19”[1].

COCOA is built using the Exposures Notification API built by Google and Apple for Android

and iOS smartphones. COCOA is designed to run in the background and does not involve frequent

user interaction. Relative to other implementations of contact tracing [e.g., 93], COCOA prioritizes

individuals’ privacy through decisions including: (1) Bluetooth is used to measure when two devices

are in close proximity to one another, and GPS or other location data are not collected; (2) An

encrypted log of recorded encounters is stored on individuals’ smartphones, not on a central server,

and is deleted after 14 days, and (3) people can withdraw informed consent at any time, at which

point their data gets erased [76]. COCOA measures close contact as spending 15 minutes or longer

within 1 meter of another person. If an individual tests positive for COVID-19, they are given a code

to register their case to the system. Then, anyone with whom they have been in close contact in the

past 14 days is sent a notification informing them that they may have been exposed to COVID-19.

As of March 2021, COCOA had been downloaded 26,530,000 times [71]. If each of those downloads

represented a unique person, then COCOA’s adoption rate is about 21% of Japan’s population.

2.3 Crisis Informatics Research in HCI
There has been increasing HCI and CSCW research examining how people respond and use ICT

systems during crises. A large body of crisis informatics literature studies on natural (physical) and

manmade disasters, such as bombings [47], floods [109], and hurricanes [91], focusing on topics

such as information seeking and transmission [66], sharing locally-useful information [62] and

collectively making sense of the crisis [43]. Studies on these natural crises are often conducted

through social media analysis, due to the risk and hazard of these events.

Recent research has examined public health crises, which are characterized by extreme uncer-

tainty, often lacking scientific understanding of the transmission and prevention mechanisms,

and often have insufficient public communication. For instance, during the 2016 Zika outbreak,

individuals had to assess and make sense of the situation through engaging with social media

content [38, 39]. Other studies examined people’s perceptions and information sources during

COVID-19 pandemic [13, 94] and the types of risks they perceived, including illness, secondary

illness, economic, social behaviors risks [90].

While these studies provide useful insights into people’s perceptions and behaviors during

public health crises, most of them were conducted over social media, and relatively few studied

technologies that are specifically designed to contain the crisis. To our best knowledge, this study
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is one of the first examining the adoption and use of a digital contact tracking app in a real-

world setting. Thus, it provides useful insights to understand the benefits, risks and the challenges

experienced by the real users.

2.4 Adoption and use of health technologies
While understanding intent to install a technology is important, continued or proper usage is not

guaranteed. This is particularly important for technologies like digital contract tracing whose utility

is contingent on keeping the app installed, registering if one becomes infected, and responding

appropriately to exposure notifications. Research has found that people abandon healthcare tech-

nologies for a variety of reasons, including mismatches between user expectations and technology

designs and requiring too much effort [36]. Continued use of digital contract tracing has many

of the same motivations as for self-tracking technologies, since both types of technologies can

collect data in the background, which can then be interpreted and acted upon [65]. Research about

abandonment of self-tracking technologies has identified that decisions to keep using or abandon

self-tracking apps are shaped by many factors including fit with one’s routine, ongoing usefulness

of data, emotional discomfort with revealed data, and costs (e.g.,social) of having data or sharing it

with others [11, 20, 29, 63]. Considering that ongoing use of technologies is motivated differently

than initial adoption, it is important to investigate reasons that people may abandon or fail to

appropriately use technologies that could be vital in a crisis.

For the most part, people adopt personal health technologies for their own benefit or for the

benefit of people close to them. For example, self-tracking is generally focused on self-improvement

through improved diet, exercise, or habits [61]. Additionally, some health tracking tools serve

small collective contexts such as caregiver relationships [113] and collaborative tracking among

patients and providers or in small groups [28]. There is some research about using technologies to

encourage individuals to contribute to disease surveillance. For example, researchers have studied

Flu Near You [99], a crowd-sourcing platform for tracking influenza outbreaks, and found its data

was reasonably matched to that from official sources as long as usage was sufficiently high. Yet

little research explores people’s motivations for using personal technologies to tackle collective

problems. Particularly, individuals may have different stakes when it comes to contributing to

collective goods. Pre-existing social conditions put some people at greater risk of harm during

crisis situations [15, 54, 55, 55], and technologies or interventions introduced to address crises may

fail to meet the needs of those vulnerable groups[48] and even worsen inequality as a result [107].

3 METHODS
To investigate individuals’ attitudes and intentions towards the national contact tracing app,

COCOA, we conducted an online survey of 153 working people in Japan, followed by one-hour

online interviews with 15 participants randomly invited from the survey respondents. The survey

and interviews took place in December 2020. Both were conducted in Japanese and translated into

English for analysis. Quantitative analyses of survey responses were used to identify patterns related

to contact tracing app installation and ongoing use. Initial results were used to develop a guide for

follow-up interviews. Because individuals’ experiences are complex and varied, we used qualitative

analysis of open-ended survey questions together with interview responses to investigate how

intentions and behaviours were shaped by personal stakes situated within surrounding social and

work structures. This study was reviewed and approved by our institutional review boards.

3.1 Survey
3.1.1 Survey Development. We designed the survey primarily to answer RQ1 and RQ2. Specifi-

cally, we designed the survey questions to understand how work conditions and infection control
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measures under the pandemic, examine the relationship between these factors and COCOA instal-

lation/use, and understand any influence of demographics.

The survey questions started with questions about their demographics, attitudes and behaviours

regarding the pandemic. Then, we offered a brief introduction of COCOA by explaining its goal and

the basic features of the technology, followed by questions about their adoption and use of COCOA,

and contextual information about their work and home life. The survey was a mix of 5-point

Likert questions (from strongly agree to strongly disagree) as well as multiple-choice, Boolean and

open-ended questions. The complete survey is made available in the supplementary materials.

To address RQ1, we asked intentions to use COCOA aswell as attitudes about the app. COCOA use

was measured across three dimensions: installing COCOA, intent to register one’s case if infected,

and how respondents intended to act if they receive an exposure notification from COCOA. For the

third dimension, we asked respondents their intentions to take actions such as getting tested for

COVID-19, telling their employer or boss, and self-isolating at home. We selected these actions to

represent a range of diligent responses to reduce the risk of passing infection to other people. To

understand attitudes about COCOA itself, we asked about respondents’ performance expectancy,

effort expectancy, and social influences to use the app. These questions were derived from UTAUT

[108], which presents four main constructs to explain intentions to adopt a given technology:

Performance expectancy, effort expectancy, social influence, and facilitating conditions. The survey

includes the first three constructs, and we addressed facilitating conditions during interviews to

provide an opportunity to unpack them as sociotechnical contexts. This model is important in that

it takes into account both social and technical factors as influences on technology adoption, and has

been validated in a variety of contexts, including adoption of health technologies [e.g. 45, 49, 60, 78].

Additionally, we asked about fears of information leaks because this dimension of privacy has been

established as important in prior research about digital contact tracing [8, 31, 92, 97].

To understand how respondents’ overall experiences during the pandemic related to COCOA

use (RQ2), we asked about their worries and stress, as well as general measures taken to reduce

the spread of corona virus. Stress questions were derived from the COVID Stress Scale [102] with

additional questions about fear of discrimination and personal financial losses. Questions about

general precautions were based on recommendations by Japan’s Ministry of Health, Labour and

Welfare [69] and the World Health Organization [88].

Finally, we included open-ended questions where respondents could identify some other action

they would take that had not been covered in multiple choice questions, as well as a general

question asking, “How do you think daily life is affected by installing COCOA?” Responses to these

questions helped to address RQ2 by describing ways that individuals were impacted personally by

the pandemic and COCOA, and RQ3 by offering respondents an opportunity to describe ways that

they navigated personal risks.

3.1.2 Survey Participants. Participants were recruited on a crowdsourcing platform Lancers
1

where the study was advertised with the title “Questionnaire on the COVID-19 contact-tracing
application ‘COCOA”’. Altogether, 153 working people who resided in Japan completed the survey

and were compensated for their time at a rate set by Lancers. Since we were interested in studying

how the participants’ working environment/condition shape their attitudes and intentions toward

COCOA, we limited our participants to working people. Additionally, working people are more

likely than others (e.g., retirees) to have physical contact or proximity with others, and so a contact

tracing app is especially relevant to their daily lives. Survey recruitment was balanced to achieve a

roughly equivalent ratio of people whose work involved contact–physical proximity or touching –

with unspecified others (e.g., restaurant staff, bus drivers, beauty salon staff), to those whose work

1
https://www.lancers.jp
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did not involve such contact with unspecified others (e.g.,lawyer’s assistant, call center staff). The

purpose of this split was to evaluate how contact with the public through work shaped attitudes

about contract tracing, as this sort of contact is frequently a conduit for infection. 46% (N =71) of

respondents had jobs that involved contact with unspecified others (e.g.,customers or clients), 29%

(N=44) had jobs that involved contact with specified others (e.g.,colleagues), and 25% (N=38) did

not have close contact with others through their work (e.g.,working from home). 73% (N=111) of

respondents identified as women, and 27% (N=42) identified as men. Respondents’ mean age was

36.1, with a minimum age of 20 years old and a maximum of 62.

At the point of recruitment, 53.6% of respondents reported that they currently had COCOA

installed (n=82), 9.8% had previously installed COCOA but since uninstalled it (n=15), and 36.7%

had never installed COCOA (n=56). This is a significantly higher installation rate than the general

Japanese population, which might be because people who had installed COCOA were more likely

to want to participate in our web survey.

3.2 Interviews
3.2.1 Interview Protocol. Semi-structured interviews were conducted to help us probe more deeply

into what factors shaped participants’ attitudes and decisions about installing and using COCOA.

We drafted an interview protocol based on an initial analysis of survey data (section 3.3.1). These

added context to RQ1, and particularly served to address RQ2 and RQ3 by delving into participants’

personal experiences. All interviewers followed the same protocol, starting with a question about

the participant’s daily routine, asking where and how they worked, whom and how frequently

they interacted with other people. Then, we asked questions about their attitudes toward the

pandemic, what measures they take, the rules and new routine at work, and how they perceive

of others’ attitudes. The follow-up questions were designed to elicit how their interaction with

others (colleagues, customers, friends) had changed after the pandemic and their feelings about

the change. Furthermore, to help us better understand what factors contributed or blocked them

from using COCOA, we asked them their impressions on COCOA; the reasons for installing (or not

installing) it; what advantages and disadvantages they see by using the app; and for those who

actually installed the app, whether the use of app has affected their daily lives in any way. We also

asked them to reflect, based on their own experiences, on what behaviors they might take when

they get a notification from the app (e.g., who would you tell about the notification?), when they

feel sick (e.g., what would you do when you get a fever?), when they test positive (e.g., whether they

would register it to the app), and reasons behind their behavior. In sum, the interviews served to

investigate how social norms, institutional rules, power relationships, and other structures, served

as facilitating conditions [108] for COCOA adoption.

3.2.2 Interviewees. 15 interviewees were selected from the survey respondents and invited to a

one-hour online interview. The selection of interviewees was stratified so approximately half of

the interviewees had contact (physical proximity or touching) with unspecified others through

work, and to include a mix of people who had and had not installed COCOA. Within those groups,

selection was random. Out of the 15 interviewees, seven had jobs that involved contact with

unspecified others, five had jobs that involved contact with specified others, and three did not

have close contact with others through their work. Interviewees were between 22 and 62 years old,

and the gender distribution was six men and nine women. Eight reported that they currently had

COCOA installed and seven had never installed COCOA. All interviews were audio recorded and

transcribed. All the Japanese transcripts were translated into English by an external professional

translation service.
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3.3 Analysis
We first conducted exploratory analysis on the survey data to identify patterns and themes related

to COCOA installation and use, as well as general pandemic behaviours. Based on this preliminary

analysis, we focused our investigation as described in the remainder of this section. In large

part, quantitative analyses were used to identify patterns, which we sought to explain through

reference to qualitative findings. However, when qualitative findings suggested patterns that were

not apparent in the first stages of quantitative analysis, we adopted an integrative approach, adding

additional quantitative analyses to find validate those patterns.

3.3.1 Quantitative analysis. We used Multivariate Regression models to identify variables associ-

ated with COCOA adoption. The dependent variables for these analyses were: (1) If the respondent

had installed COCOA, (2) Intentions to register one’s case to COCOA if infected with COVID-19,

(3) Intentions to respond to notifications of potential exposures. For the purpose of this analysis, we

reduced these measures as follows. First, we reduced three categories of installation (currently in-

stalled, previously installed, and never installed) into a single dummy category measuring whether

the respondent had ever installed COCOA. This is because the number of people who had previ-

ously installed COCOA but since uninstalled it was too small for our statistical models. Second, we

reduced the five questions about responding to notifications (get a PCR test, tell employer/boss, tell

family/friends, self-isolate at home, and monitor my condition and if nothing changes let it go) to

one factor––labelled notification response––which indicates intentions to actively and diligently

respond to notifications and which explains 91% of variance from those questions. The following

measures indicated these questions were appropriate for factor-analysis: Cronbach’s 𝛼 = 0.77;

Kaiser-Meyer-Olkin measure of sampling adequacy = 0.72; and Bartlett’s test of sphericity 𝜒2=

223.251, p<0.001. We created a polychoric correlation matrix of these variables, then performed

factor analysis on the correlation matrix.
2

Since the dependent variables were of different types, we used the following types of regression:

• Whether respondents had installed COCOA (Boolean): Logistic regression.

• Intentions to register positive COVID-19 case to COCOA (5-point Likert): Ordered logistic

regression.

• Notification response (Continuous factor variable): Linear Regression.

Due to the relatively small sample size, we used the Firth procedure in our logistic regression model

to remove potential parameter estimation bias [22, 33]. These analyses were performed in Stata/IC

15.1.

3.3.2 Qualitative analysis. We analyzed both the semi-structured interviews and the open-ended

questions in the survey using inductive qualitative methods. Two researchers individually analyzed

the quotes and sorted them into meaningful categories while identifying relationships between the

themes as well as looking for salient themes that could help explain the quantitative findings. The

initial themes include: others’ judgement and stigmatization, anxiety, social norms, financial risk

and responsibility to others. The full research team met every other week to discuss the themes.

The discussion also revealed patterns that were not evident in the quantitative findings, which

led the first author to conduct additional quantitative analysis to verify those patterns observed

in qualitative analysis, such as identifying correlations among attitudinal variables. Most notably,

interview participants expressed worry about being discriminated against if anyone else found

they were infected with COVID, which influenced us to pay greater attention to quantitative

measures related to discrimination fear and anxiety. This led us to find a small positive association

2
The polychoric correlation matrix was produced using Stas Kolenikov’s ‘polychoric’ package for stata - http://staskolenikov.

net/stata/
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between believing that COCOA increased anxiety and stress about being discriminated against

if one were infected with COVID-19 (rho = 0.24, p = 0.003), which shaped our interpretation of

respondents’ beliefs about COCOA’s relationship with anxiety. The findings below emerged from

this collaborative analysis.

3.4 Limitations
As contact tracing apps have been launched around the world, both the apps themselves and the

social, cultural, and technical environment in which they are encountered vary significantly. Since

we focus on one contact tracing app in a particular context, the results of this study may not

be generalizable to digital contact tracing in different circumstances, including different cultural

norms, social structures, and number and severity of COVID-19 cases. Especially given our interest

in respondents’ workplaces, it is worth recognizing that Japan’s work culture is characterized by

long hours, long-term or lifetime employment, traditional gender roles, and a high level of group

cohesion [85], which is different from many other countries. Additionally, attitudes toward contact

tracing apps have shifted over time. Notably, shortly after our data collection, a bug was revealed

that had caused COCOA to fail to send exposure notifications to Android users for approximately

four months [2]. It is likely that had we conducted this study after this bug became public knowledge,

opinions of COCOA’s effectiveness would have been more negative. Given that contact tracing

apps have experienced similar bugs in other countries [e.g., in Canada: 23], it would be valuable

to follow-up to better understand how technical failures impact public opinion, however this was

beyond the scope of our analysis.

The sample of survey and interview participants includes some biases that impact generalizability.

Recruitment focused on working people, and thus we can not claim the findings to extend to people

who are not employed. For example, focusing on employed people means the median age of survey

respondents (36.1) is lower than that of Japan’s general population (48.4)
3
, since our sample excludes

retirees. Older adults in prior studies have expressed hesitance around adopting contact tracing

technology [65], suggesting that our sample may be more positive towards COCOA than a more

representative sample. Additionally, the gender ratio among our respondents is skewed toward

women. Past research has not identified significant differences about contact tracing app adoption

based on gender [8, 74], but there is a possibility our sample includes gender-related biases toward

other variables. Notably, Japan has a large gender wage gap and women are much more likely than

men to work part-time [112]. Additionally, as noted in Section 2.2, women are more likely to have

experienced pandemic-related mental health problems than men. Accordingly, the large portion

of women among our respondents limits the generalizability of this study toward Japan’s overall

population, while drawing our focus toward challenges and beliefs that may disproportionately be

experienced by women.

Regarding our measures of COCOA adoption, respondents reported whether they had installed

COCOA in the past, while ongoing usage was reported as intentions for future behaviours. Past

research has found that intention and behaviour measures are not perfectly correlated, but instead

are correlated with coefficients between about 0.3 and 0.6 [7]. One factor is that self-report measures

are subject to socially desirable responding, where respondents are likely to present themselves

favourably [105]. Accordingly, responses indicating strong agreement that one would take a specific

action should not be interpreted as meaning the respondent would definitely take that action, but

they are nonetheless more likely to take that action than someone who expressed a lower level of

agreement.

3
https://www.worldometers.info/world-population/japan-population/
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Finally, the sample size (N=153) may have resulted in our quantitative analyses being under

powered to some extent. This could result in both false positives and false negatives when identifying

relationships in our quantitative models. We have reduced the risk of false positives through our

mixed methods approach, since we triangulate findings across both quantitative and qualitative

analyses. However, we acknowledge that some relationships with small effect sizes might have

required a larger population to be statistically significant, and thus are absent from our findings.

4 FINDINGS
In this section, we report results from the survey and interview analysis. Section 4.1 summarizes

respondents’ stressors and behaviours during the pandemic, providing a foundation from which to

address our research questions.Section 4.2 addresses RQ1 by describing COCOA adoption patterns

and identifying beliefs and other factors associated with installation and use. We then address RQ2

in Section 4.3 where we explain how individuals perceived various personal risks related to using

COCOA, and RQ3 in Section 4.4, where we identify ways that respondents worked to reduce risks.

4.1 The pandemic context
This section summarizes respondents’ experiences, worries, and behaviours during the pandemic.

Describing the context in which respondents encountered COCOA provides a grounding for our

analysis.

Respondents described feeling stressed about potential personal impacts of the pandemic, in-

cluding infection, losing income, and being discriminated against. Figure 1 summarizes the extent

to which respondents agreed that they experienced a variety of worries related to the pandemic.

Participants’ main concerns related to the direct impact of the pandemic on themselves and their

families through infection (63.4% strongly agree; 26.1% agree) and loss of income (56.9% strongly

agree, 27.5% agree). Many also expressed fear of being discriminated against if infected (48.4%

strongly agree, 28.8% agree). Concerns about stores running out of essentials (a measure of societal

economic stability); stress behaviours such as compulsive information checking or losing the ability

to focus, and xenophobic stress about being infected by foreigners were relatively less prominent.

Fig. 1. Summary of respondents’ agreement that they experienced a variety of worries related to the pandemic.

In general, respondents indicated that they followed most of the recommended COVID-19

precautions, such as wearing masks, social distancing, washing hands, and improving ventilation

[70, 86], although there was some variation, as presented in Figure 2. Specifically, mask-wearing was

close to ubiquitous (92.8% strongly agree; 6.5% agree), and frequent hand washing (77.8% strongly

agree, 19.0% agree), staying home when sick (66.0% strongly agree, 20.9% agree), and improving

ventilation (58.8% strongly agree, 29.4% agree) were also practiced by a large majority. By contrast,

fewer participants reported following social distancing guidelines (34.6% strongly agree, 35.3%

agree) or avoiding non-essential outings (41.8% strongly agree, 30.1% agree).

The measures participants most commonly took to contain the pandemic tended to be those

which were visible to others or had a performative element, such as mask-wearing or frequent
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Fig. 2. General measures taken to contain the spread of COVID-19.

disinfecting. This was most obvious regarding decisions made by businesses to reassure customers

and clients of their responsibility. A business owner reported telling his staff to wear a mask and to

wash their hands in front of customers because “showing is very important” (P11-I). Participants
who worked with the public described new pressures to visibly demonstrate cleanliness:

The standards upon which you are called a ‘good salesperson’ have changed since the
pandemic. For example, are you wearing your mask correctly? Are you just handing over
a pen from your own pocket to have contracts signed, or are you wiping it down first with
sanitizers? [...] I sense that our awareness levels are being assessed. (P61-I)

However, participants expressed uncertainty and disagreement about how to act during the

pandemic, particularly about social and professional obligations to meet in person, although also

related to the most commonly taken measures such as mask-wearing. Participant 61, who works in

the bridal business, observed very different attitudes among her clients:

We have two distinct groups of clients: those who postpone or cancel their ceremonies, and
those who are determined to go ahead because they say, “you can’t predict the future no
matter how long you wait.” (P61-I)

In addition to different behaviors among clients, some described disagreements about socializing

among their friends:

It feels that my friends became divided into two groups who criticize each other. [...] Some
of them scheduled an event in the past year, but some people declined. The people who
scheduled the event said, “If you really wanted to go, then you’d go no matter what others
would say” [while the others criticized back,] “You still go out even during this situation?”
(P37-I)

Such differences in attitudes and decisions about social interaction seemed impact the impressions

that participants had of others. For example, Participant 103 described herself as cautious during

the pandemic because her mother is at-risk, but encountered strikingly different values at her

workplace, which inevitably changed her view on her owner:

Regarding the public uproar over the pandemic, he keeps saying, “What are they making
a fuss about?” and thinks that I am way too cautious just going to work in a mask. [...] He
doesn’t wear a mask except in front of customers, and refuses to take precautions. [...] the
difference in values has changed how I sees the owner. Now I feel somewhat patronizing
about him. (P103-I)

The two main structures we identified in people resolving these tensions about how to behave

were the introduction of institutional rules, largely in workplaces, and social stigmatization of

behaviours regarded as irresponsible. In particular, respondents indicated they complied with

workplace rules. At one workplace, staff were told not to sit at the same table or socialize during

their meal break:
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Although we live in [rural area] where the cases are low, we are warned about the COVID-
19 virus. When we eat lunch at the employee cafeteria, we are not allowed to have more
than one person sitting at a table. We are also not allowed to talk. If we talk while eating,
we are scolded. (P40-I)

Another participant explained that he would follow strict rules about reporting illness to his

university, but may not report to his part-time job since a similar rule was not clearly defined there:

[If you get sick] you now have to report it to the infirmary or somewhere like that at the
university. [...] There isn’t this kind of rule for the cram school [where I work], so although
I should tell them this, I try to interpret it in a selfish way and I’d feel less inclined to tell
them. (P133-I)

Participant 61, who described her wedding clients above, noted that many wanted to treat weddings

as an exception when it came to pandemic safety, and this was discouraged through contractual

obligations:

We get requests like, “We don’t want masks because they look bad in photos.” We try
to persuade them that the wedding will be held at considerable risk. [...] But still many
couples don’t want to compromise on the wedding ceremony. In such cases, the company I
work for makes clients sign an indemnity, which says that the venue may claim damages
if infections emerge. Then most clients will give in and accept masks and other measures.
(P61-I)

Through these examples, it is evident that formal structures provided by workplaces and other

institutions, were often used to resolve uncertainty or disagreements about how to act during the

pandemic.

In many contexts, people who did not follow norms of pandemic prevention were met with

stigmatization. This was especially evident regarding highly visible behaviours, such as mask-

wearing. Consistent with past research, stigmatization against perceived irresponsible behaviour

was effective at driving pandemic safety [77], but also increased social discord and stress about

discrimination. For example, an interview participant reflected on being one of a few to not wear a

mask:

Recently, I’ve started wearing a mask because so many people are wearing it. In the end, it
was sort of inevitable. [...] I went to Kyoto station and I’d realize that every single person
as far as I could see, except myself, was wearing a mask. I felt like I looked like some kind
of dubious character. [...] Other people’s eyes are the most terrifying thing, not the virus
itself. (P95-I)

Another participant acquiesced to social pressure not to visit his parents in the countryside because

he lives in Tokyo, and his parents’ neighbours feared he could bring infection:

My hometown is in the rural part of Fukushima Prefecture, and my parents live there.
I was planning to visit my parents in the summer, but decided not to. The neighbors
indirectly said to my parents they preferred that I not come back during the summer. This
is discrimination against people living in an urban area, and I felt very sad. (P35-I)

In sum, many participants were worried about personal impacts of the pandemic, related to

infection, loss of income, and discrimination. Respondents generally reported following general

pandemic prevention measures, although some were lax regarding social distancing and avoiding

unnecessary outings. In many cases, there was disagreement and uncertainty about how to behave,

which were moderated by institutional rules, largely from the workplace, and the threat of stigma-

tization. These perspectives on pandemic behaviors form the background for decisions around the

use or non-use of COCOA.
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4.2 COCOA: Usage and attitudes
This section addresses RQ1, which asked “What factors shape people’s attitudes about installing

and using COCOA?” First, we summarize the rate of COCOA installation and usage reported by

respondents. We then identify adoption patterns related to respondents’ age, gender, and physical

proximity or contact with other people through their jobs. Following this we describe attitudes

about COCOA’s efficacy, ease-of-use, potential harms, and motivations for adoption. We conclude

by identifying associations between those attitudes and reported installation and use.

Table 1. Respondent demographics and COCOA usage

COCOA install status

If get

COVID*
If notified of potential exposure by COCOA*

Category N % Current Former Never

Register

to app
Get test

Self

isolate

Tell

employer

Tell

family/

friends

Only

monitor

All respondents 153 100% 54% 10% 37% 85% 82% 82% 72% 84% 29%

Gender Man 42 27% 52% 14% 33% 86% 81% 79% 71% 74% 24%

Woman 111 73% 54% 8% 38% 85% 82% 84% 72% 87% 31%

Age 18-24 27 18% 56% 11% 33% 89% 78% 81% 70% 78% 37%

25-34 47 31% 64% 11% 26% 96% 83% 81% 79% 87% 32%

35-44 41 27% 41% 7% 51% 76% 78% 83% 68% 83% 24%

45-54 27 18% 52% 7% 41% 70% 89% 85% 70% 85% 22%

55-64 11 7% 55% 18% 27% 100% 82% 82% 64% 82% 27%

Work

contact

Specified

others
44 29% 61% 9% 30% 91% 80% 75% 80% 82% 27%

Unspecified

others
71 46% 49% 11% 39% 80% 80% 83% 73% 80% 30%

No work

contact
38 25% 53% 8% 39% 87% 87% 89% 61% 92% 29%

*These columns show the percentage of respondents who selected ‘agree’ or ‘strongly agree’ to these questions

Table 1 reports overall COCOA installation and use, and differences among demographic groups.

Across all respondents, the rate of installation was well above the national average. Additionally, a

strong majority of respondents agreed that they intend to register to COCOA if infected and would

respond diligently if COCOA sends them an exposure notification.

In terms of COCOA usage, we expected we might observe higher adoption and usage of COCOA

among respondents who have physical contact or proximity with unspecified others through work

(i.e. customer-service and other public-facing jobs), since these people are at a relatively high risk of

coming into contact with an infected person. In fact, a lower percent of these respondents reported

that they intend to register to COCOA if infected than the overall sample. However, multivariate

regression analyses did not show a significant relationship between gender, age, or work contact

type and installing or using COCOA (in all cases, p > 0.05). Thus, we find that neither demographic

variables nor respondents’ contact with other people through work were significant factors in

shaping decisions about if and how to use COCOA.

4.2.1 Attitudes and beliefs about COCOA. We next turned to understanding respondents’ attitudes

and beliefs about COCOA, as summarized in Figure 3. First, most respondents expressed confidence

that they could use COCOA easily, although 33.3% expressed agreement that COCOA was difficult

to install, and 31.4% stated that they do not know how to use the app. Respondents expressed some

confusion around how they should respond to COVID notifications, as 49.7% strongly expressed

agreement that they were unsure about what to do if COCOA notified them of a potential exposure.

Furthermore, 43.8% of respondents expressed agreement that they were worried about COCOA

leaking information to a third-party.

Opinions about COCOA’s performance were generally mixed. Some were concerned about

COCOA’s general effectiveness. 41.8% expressed agreement that using COCOA would not help
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Effort expectancy

Performance expectancy

Harms and other effects

Fig. 3. Respondents’ attitudes toward COCOA

prevent infection, and 47.1% that they do not trust COCOA to work. But the more significant

pattern was that 86.3% of respondents strongly agreed or agreed that they did not trust that other

people with COCOA installed would register their case to the app if infected. Reasons for this

skepticism varied. Some respondents characterized not registering positive cases to the app as a

moral failing: “I think irresponsible people will act as innocent” (P131-S). Others identified the threat

of discrimination as a deterrent for other people: “I guess few people would register because of fear of
reputational damage” (P150-S). And a small number of respondents suggested that infected people

may simply not remember to register during a time of crisis:

I have doubts about the way the reporting is done when there is a positive case. [...] If
you get contacted, you would probably think it was terrible enough to go and get tested,
but I wonder if people are really capable at the time of thinking “I have to report this to
COCOA.” And what about health centers? Would they ask you to register with COCOA?
(P103-I)

We also observed mixed opinions about COCOA’s effect on anxiety. 49.7% expressed agreement

that using COCOA decreased or would decrease one’s anxiety. This is generally consistent with past

research that found that downloading COCOAwas associated with decreased psychological distress,

even though it was not associated with overall worry about COVID-19[58, 95]. Explanations for

why COCOA could reduce anxiety generally took two forms. First, a lack of exposure notifications

could provide relief that one had not been infected: “Sometimes I go to Tokyo, and after that, for a
few days, I often check COCOA. It’s reassuring to see that there was no close contact with an infected
person” (P22-S). Second, some respondents described that receiving exposure notifications would

help equip them to take action if exposed to coronavirus:

I’ll know if I had close contact with an infected person and maybe I can get guidance about
what I should do in that case, for example by calling the health centre to get information.
(P61-I)

However, 29.4% reported that COCOA actually increased their anxiety. Although this is a minority,

it was meaningful for understanding adoption, as described further in Section 4.2.2.

On the positive side, respondents reported several different motivations for using COCOA,

summarized in Figure 4. When asked questions about what COCOA was most useful for, most

respondents’ answers focused on protecting other people. 68.0% expressed agreement that COCOA

could protect their family, friends, and colleagues, followed by 57.6% who agreed that using COCOA

helped fulfill one’s responsibility to their community. Finally, 32.7% strongly agreed or agreed that

COCOA could protect their own health.
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Fig. 4. Respondents’ motivations for using COCOA

4.2.2 Factors associated with COCOA installation and use. Table 2 presents multivariate regres-

sion models about COCOA installation (Model 1), registering to the app if infected (Model 2),

and responding to notifications (Model 3). We found two types of associations in Model 1. First,

respondents were less likely to have installed the app if they responded that COCOA is difficult to

install (odds ratio = 0.04, 95% CI = 0.004, 0.324) or that they do not know how to use it(odds ratio =

0.093, 95% CI = 0.011, 0.801). Second, participants who knew at least one other COCOA user were

more likely to have installed the app (odds ratio = 18.389, 95% CI = 4.031, 83.882). Related to this,

perceived lack of COCOA use by others was a deterrent for installing the app:

I feel very strongly that there would be no point unless everyone uses it. Looking at the TV
and internet, and from what I’ve heard from people around me, not that many people are
using it so there’s not much point. (P37-I)

The wide 95% confidence intervals for these results suggest that the odds ratios may be exaggerated.

This could result from a lack of statistical power, particularly since some categories are sparsely

populated (e.g. there were only 5 respondents who knew someone else who uses COCOA but had

not themselves installed the app). However, these results are generally consistent with prior findings

that effort expectancy is related to contact tracing app adoption [30], and with our qualitative

findings about social influence, presented shortly.

Models 2 and 3 explained significantly less variance than Model 1 (pseudo 𝑅2
and 𝑅2

), indicating

that they represent smaller effect sizes. Nonetheless, they surfaced two significant variables related

to ongoing COCOA use. People who reported that COCOA increased anxiety were less likely to

indicate that they would either register infections (odds ratio = 0.021, 95% CI = 0.0039, 0.1158) or

respond diligently to exposure notifications (coef = 0.1901, 95% CI = -0.3050,-0.0751). Of note, none

of the variables associated with having installed COCOA had statistically significant associations

with these measures of use. We elaborate on findings related to anxiety in Section 4.3, since they

relate closely to individuals’ personal contexts, social risks, and mental well-being.

4.3 Personal risks
This section addresses RQ2: “What sort of personal risks do participants encounter during the

pandemic, and how does COCOA relate to these?” Based on the findings reported in Section 4.2,

we paid particular attention to the relationship between COCOA and anxiety, since this was a

consistent factor shaping both dimensions of ongoing COCOA usage. Below, we provide findings

from qualitative analysis of interviews and open-ended survey responses.

Although many respondents said that COCOA decreases anxiety, some felt that adopting COCOA

could also lead to more stress and anxiety, mostly related to registering infections and responding

to notifications. First, some people felt COCOA caused or would cause them to think about the

pandemic more than they already did, and that this would increase anxiety but cause no benefit. A

participant who had not installed COCOA noted,

[If I installed COCOA] I would be always be afraid about not being able to live a normal
life. What if I find out that I have been in contact with someone who has tested positive
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Table 2. Regression results for COCOA installation and use.

(1) (2) (3)

Installed COCOA Register infection Notification response

I don’t believe that using the app

will help prevent infection

-0.8708

(-0.71)

-0.00980

(-0.01)

-0.0471

(-0.75)

I don’t think I could trust the app

to work properly

-0.2959

(-0.35)

1.1695

(1.89)

-0.00689

(-0.15)

Installing this app would be

difficult or inconvenient

-3.3020**

(-2.97)

-0.4530

(-0.61)

0.0326

(0.55)

I don’t know how to use the app -2.3764*

(-2.16)

0.0416

(0.06)

-0.0509

(-0.85)

Using COCOA fulfills my responsibility to my

community

0.8228

(0.60)

-0.4178

(-0.51)

-0.0031

(-0.05)

Respondent knows at least one person who uses

COCOA

2.9117***

(3.76)

0.7424

(1.64)

0.0472

(1.28)

I’m worried about information

leaking to a third party

-1.4455

(-1.34)

0.3414

(0.48)

0.1004

(1.79)

I believe using COCOA

increases anxiety

-1.9111

(-1.64)

-3.8493***

(-4.46)

-0.1901**

(-3.27)

Having physical proximity or contact

with unspecified others through work

-0.2258

(-0.31)

-0.7082

(-1.39)

-0.0092

(-0.23)

Area cases per capita 0.9320

(1.05)

0.8788

(1.37)

0.0991

(1.95)

Female 0.3397

(0.44)

0.1825

(0.37)

0.0462

(1.21)

If I am infected and can’t work, I will:

Lose my job

2.9851

(1.75)

-0.8668

(-0.86)

0.0908

(1.02)

Receive no income or benefits

2.2896

(1.90)

0.0729

(0.11)

0.0354

(0.71)

Receive reduced income and benefits

0.5203

(0.44)

-0.1653

(-0.23)

0.0476

(0.85)

Receive full income and benefits

-0.7004

(-0.74)

-0.1009

(-0.14)

0.0509

(0.96)

Observations 152 152 152

𝑅2
0.168

Pseudo 𝑅2
0.689 0.149

Models 1 & 2: z statistics in parentheses. Model 3: t statistics in parentheses

Model 1: Logistic regression with Firth procedure; Model 2: Ordered logistic regression; Model 3: Linear regression

* 𝑝 < 0.05, ** 𝑝 < 0.01, *** 𝑝 < 0.001
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somewhere I don’t know or don’t remember? Or if a close relative or myself is notified that
I have tested positive? (P90-S)

Desires to avoid COCOA because it would increase anxiety reflected perceptions of other media.

For example, Participant 91 already felt he was exposed to too much pandemic information from

TV, and did not want to get it from his smartphone too:

I do not want to install COCOA because I would end up being so worried about this disease
when I constantly get information about it. [...] I’m worried that we have more information
than is necessary, with it constantly being a topic of television programs and with news
about it coming constantly to my cell phone. (P91-I)

Some feared that being infected with COVID-19 or receiving exposure notifications through

COCOA could lead to them losing income or even their job. For example, one survey respondent

wrote, “I’m a little worried [about getting a notification] because I see in the news that people will lose
their job when they disclose to the workplace” (P15-S). Concern about this sort of risk was mediated

by individuals’ job security, as indicated by a different survey respondent who wrote, “Given I
presently work for a big company, I feel secure in my job. If I get a notification, I would first of all
report it to my boss and seek advice on what measures I should take.” (P87-I). In addition to fears for

job security, many respondents were worried about discrimination if they became infected with

COVID-19 or associated with infection (e.g., by receiving an exposure notification). Participants

frequently expressed fears about being subject to “the discriminating public eye” (P88-S) or “being
identified and getting excluded from work” (P141-S) if infected. Despite COCOA’s privacy-focused
design, respondents often expressed concern that the app would leak information to people nearby,

and thus create risk of judgement. Respondents identified different ways that information could

spread, such as other people happening to see an exposure notification on one’s smartphone screen.

Another respondent noted that, even anonymous notifications of potential exposure could be

identifying in sparsely populated areas, where stigma about COVID-19 was regarded as particularly

severe:

Since I live in the countryside, people will immediately identify who I am and the rumors
after infection will be very serious. [. . . ] I am more afraid of social obliteration than illness.
I don’t know how anonymous this app is. It is not a problem in urban areas, but I don’t
think it will be [anonymous] in depopulated areas. (P84-S)

This resonated with another respondent’s comment that

I think there are some people who don’t want to register because there is corona discrimi-
nation. If it was contact with strangers, perhaps it’s not a big deal, but if it was contact
with acquaintances or close people, they would recognize it immediately. So, I think some
people would be reluctant to register. (P118-S)

In other cases, respondents did not explain how they thought other people could find out if they

received a notification, but nonetheless expressed concerns that this could happen:

I don’t want other people to know if I get a notification [. . . ] I think that people have
quite a negative image of COVID, and that people would think I’d been slack in my own
precautions or that I’d perhaps caught it from being careless, and then I’d be embarrassed
and not want other people to know this. (P133-I)

And similarly, some described simply using COCOA as potentially resulting in being blamed: “If I
become an infected person, I’m afraid that I will be blamed if people find out that I’m using the app”
(P112-S).

In summary, although some participants believed that installing COCOA would decrease their

anxiety, most participants perceived that individual risks would result from registering to COCOA
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if infected or receiving and exposure notification, such as reduced job security, being discriminated

against, and privacy concerns. However, the risks of using COCOAwere not experienced universally

– they varied based on participant’s social and economic circumstances.

4.4 Navigating risks
This section addresses RQ3: “How do participants navigate risks identified in RQ2?” In general,

participants perceived the risks identified in the previous section as resulting from disclosing

information to others, intentionally or otherwise. In large part, we focus on how participants

navigated these risks in the context of the pandemic more generally, not just in terms of using

COCOA. This is because in the more general context, people can exercise types of control that are

not accounted for in a particular design.

The main tactic participants used to mitigate risks from disclosing infection information was to

hide that information from others. Where respondents were willing to go to great lengths to hide

from others, this often extended to avoiding installing COCOA altogether. For example, Participant

95 described that, if one person at his workplace became sick and missed work, their pay would be

cut, so it might be better to continue working and potentially infect others because “it would end
up being the company’s decision to close the plant and then we will probably still get paid to a certain
extent,” and he later explained,

I definitely don’t want to spread COVID into the world at large, but installing [COCOA]
would not bring a single advantage for me, so I don’t feel like I’m going to install it. If I
install it and get a notification, I will have to make my own decision to take days off, or
if I notify my company, most likely, I’d be told to come to work if it’s just a slight fever.
Either way, the app doesn’t benefit me in any way. (P95-I)

Some respondents who had COCOA installed reported that they would not use it as directed because

of external pressures (e.g.,financial). For example Participant 46 did not intend to get tested if she

received an exposure notification, and explained, “Due to a labor shortage of my workplace, I am told
not to go to the hospital even if I get physical symptoms.” Similarly, Participant 100 explained that

“Whether or not to register my infection with COCOA would depend on my symptoms and affordability
at the time of infection.” Thus, strong motivations to hide infection information could result in

choosing not to install COCOA, or installing COCOA but not being willing to register if infected.

Many individuals did not express a desire to wholly hide if they were infected with COVID-19 or

received an exposure notification, but instead wanted to be selective about to whom they disclosed

this information and how. In many cases, respondents identified that they would tell others if

infected or if they received a COCOA notification, but only those with whom they had been in

contact and may have infected

[If I were infected,] I would inform the people I’d definitely been in contact with because
they might want to go get a test. I don’t think I would say anything to my friends whom
I’m not in contact with. [...] Even after I myself had fully recovered, I wouldn’t disclose to
my friends because they might be hesitant to meet me if they knew I was infected. (P37-I)

If I had close contact with an infected person, I would undergo a PCR4 test [to detect
infection] and tell my family and work clients about it and isolate as much as possible. I
don’t dare tell anyone I did not have potential contact with, such as friends (P37-S)

Such perspectives are matched by COCOA’s design, where notifications are only shared based on

having close contact.

4
Polymerase Chain Reaction
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In other instances, decisions about to whom to disclose were shaped by relational factors. For

example, respondents were more worried about COCOA reporting to people they know than to

strangers:

I have no problem with my infection being known to people I don’t know. such as people
who were on the same train. But for certain places, like places I went to, like the restaurants
I usually go, I don’t. For example, say an infected person appears in this restaurant. With
COCOA installed, the fact that the infected person went to that restaurant would probably
be made known. I’d worry that it might cause trouble for the people in the restaurant.
(P37-I)

Finally, some respondents reported a desire to control how disclosures took place. For example,

fearing that others could see her screen, Participant 31 carefully avoided opening COCOA in public:

“I was afraid of people’s eyes around me in case I got notifications, so I never opened the app in public
places.” Additionally, there were many respondents who intended to tell others if infected, but

were not willing to register their case to the app and/or did not have COCOA installed: “I would
communicate it verbally [if I were infected], but I don’t know if I would communicate through COCOA”
(P3-S).

Based on these findings, we conclude that in the general context of the pandemic, participants

who were more concerned about negative personal impacts if others found out about their infection

often intended to hide infection information from others. In some cases, this was a matter of totally

hiding or avoiding disclosure, but in others it entailed decision-making about disclosing to certain

people and not others.

5 DISCUSSION
We aimed to investigate why adoption of contact tracing apps has been lower than anticipated,

as well as how people actually use the app in their everyday lives. Overall, over half of our

respondents had installed COCOA, and the majority indicated that they would intend to use the

app by registering their case if infected and responding to notifications diligently. This is consistent

with prior research reporting that a strong majority was willing to install a contact tracing app

[8]. We anticipated there may be significant differences between public-facing and other jobs,

but found no significant difference in adoption patterns between these groups. Instead, decisions

about COCOA installation and use were shaped by complex personal and social factors, including

knowing other COCOA users, effort expectancy, financial risk, anxiety, and fear of consequences

like discrimination.

Our study revealed that people’s behaviors toward using a digital contact tracing app are embed-

ded and situated in the larger social cultural context in which use occurs. For example, participants

felt pressure to demonstrate responsible behaviour by wearing masks and handwashing in front of

others, and simultaneously wanted to hide if they were infected from others. Fear of stigmatization

was shaped by factors such as financial precarity and community structures, so was not experienced

the same by everyone, though at least some fear of discrimination was nearly ubiquitous. Since

respondents associated COCOA with exposing infection, but not visibly demonstrating respon-

sible behaviour, people most at risk of negative consequences were apprehensive that COCOA

could cause problems for them. Further, even among those who indicated that COCOA would

not have negative effects on them personally, there was deep skepticism that others would install

COCOA and report positive cases. These findings suggest that the design of digital contact tracing

apps should be co-examined with social factors that shape people’ behaviors during global health

pandemics.
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Even though the adoption rate among respondents was higher than among the general population,

they reported a lot of concerns with installation and use of COCOA such as being discriminated

against and facing financial risks. We suspect that these concerns would be even more prevalent

among the general public, and have implications for using and improving future contact tracing

technology. Thus, in the remainder of this paper, we consider ways to address the personal risks

reported in this study, both to improve uptake of contact tracing apps, and more generally to

mitigate harms that could arise from public health and other crisis informatics. Section 5.1 reflects

on how COCOA’s complex relationship with respondents’ anxiety impacts technology adoption.

Section 5.2 uses Nissenbaum’s [80] contextual integrity theory to unpack respondents’ privacy

concerns and considers ways to align contact tracing designs with norms about disclosure and

pandemic precautions. Section 5.3 revisits the challenge of enlisting individuals to contribute to

a collective goal, and identifies opportunities to surmount these challenges by intervening at a

community scale.

5.1 Designing with anxiety in mind
COCOA had a complex relationship with respondents’ anxiety. Some respondents expressed that if

they became infected, COCOA would help them understand what to do, which is consistent with

COCOA’s promise to “[provide] guidance to protect your health” [1]. Others reported that the

absence of notifications provided welcome assurance that one had not been exposed to COVID-19.

This could provide relief to pandemic-related anxiety, though this reassurance may have been

spurious given the fact that people could be exposed to COVID-19 through someone who does not

use COCOA.

By contrast, a sizable minority of respondents claimed that COCOA would increase their anxiety.

This was clearly connected to stress and anxiety in other aspects of participants’ lives. In response

to P91-I’s explanation that he was already exposed to too much COVID-19 information on TV

and so did not want to get it through COCOA as well, we note that COCOA actually sends almost

no information except for (hopefully rare) exposure notifications. Thus, this perspective was not

rooted in features of COCOA’s design, but instead extended from experiences elsewhere. Perceived

risks of discrimination or other negative consequences were another source of anxiety, and were

similarly born from respondents’ experiences and social context.

Health technologies are typically encountered in situations that are already highly stressful

and can simultaneously alleviate and reinforce stress in complex ways [21]. This can both re-

sult in immediate harm and also fuel distrust and resistance toward adopting future healthcare

technologies or interventions [46]. Not only could this drive down overall adoption, but where

negative experiences extend from different social contexts, this could lead to some groups becoming

under-represented by future technologies. As a result, we need to exercise particular caution toward

existing causes of stress when designing and deploying such technologies.

5.2 Privacy in context
Our results highlighted an under-researched dimension of privacy in relation to contact tracing

apps. In large part, privacy preserving approaches to contact tracing have been oriented around

limiting what information is shared with governments and app developers and preventing unau-

thorized data access [6]. By contrast, respondents were concerned about social consequences if

people around them learned (or even falsely believed) that they were infected. COCOA’s design

partially accounts for this risk by using anonymous identifiers when sending exposure notifications.

However, anonymity could be relative to the context in which a notification is distributed. We

use Nissenbaum’s [80] theory of privacy as contextual integrity to unpack this. According to this

framework,
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Privacy requires the appropriate flow of information, which means flow that meets

legitimate expectations. Legitimate expectations, in turn, are characterized by context-

specific norms of information flow that not only are entrenched in the practices and

conventions of a given context (for example, health care, education, religious practice,

etc.), but that also support important ethical and contextual values. [79].

In general, COCOA defines the context of information flow as between an infected person and

people with whom they have been in physical proximity or contact . However, for many respondents,

people with whom one has been in close contact is not a unified group. Even where people wanted to

disclose to others so they could get tested and stop the spread of the pandemic, anonymity was not

ensured in contexts such as the sparsely populated countryside. Further, the risks of transgressing

contextual norms are not equally distributed. In the Japanese context, stigmatization of illness is

generally greater than in western countries [37, 67] and within Japan, those of lower social and

economic standing or who are simply surrounded by people who would discriminate against them

if infected risk more than others. Some who feared significant negative impacts, such as losing

income, were willing to go to great lengths to prevent certain people from finding out if they were

infected.

To navigate privacy risks in multiple contexts, respondents wanted to carefully select to whom

they disclose illness information. However, COCOA’s minimal design includes no options for

controlling or even viewing the scope of disclosures through registering infections. As a result,

people who fear negative outcomes from registering infections to were generally left with a binary

choice: Either opt-in and accept the risks, or opt-out altogether. Offering individuals greater control

over their disclosures would more match their decision-making in other aspects of life and may

increase overall uptake. For example, in sparsely populated regions, it may be desirable to report

that potential exposure occurred during a 72 hour period instead of reporting a more precise time.

Alternately, people who do not want others to see a notification on their screen, such as Participant

31, could be given an option to schedule notifications to only occur at a time when they are not in

public.

In raising this possible direction, we would like to address potential harms. The first is that

providing individuals with options to limit disclosure of potentially lifesaving information is

ethically fraught. If this leads to more people being willing to use a system, and/or sufficiently

reduces harmful side-effects of the system, then such an exchange could be worthwhile. Future

research may investigate if and how this type of configurability could affect overall adoption. A

second dilemma is that too many options could cause confusion or inconsistent quality. Chen [18]

reported that a myriad of privately operated contact tracing apps launched early in the pandemic

in New Zealand had inconsistent privacy, accessibility, and user experience. For an approach where

contextual tailoring is provided through a choice among multiple apps, one solution could be a

government body that sets minimum standards, including interoperability.

5.2.1 Visibility. An additional consideration for understanding how flows of information relate to

risks in various contexts is the concept of visibility. Respondents described that visible pandemic

safety measures such as mask-wearing or disinfecting were motivated by social pressure. Taking

part in those behaviours could demonstrate a commitment to working toward a collective goal of

fighting the pandemic, and thus be rewarded with social acceptance. By contrast, participants’ use

of COCOA was overwhelmingly private. Participants rarely discussed using COCOA with others or

used a lack of a positive case in COCOA as social proof of following safety precautions. As reported

above, COCOA could make infection information visible in some undesirable circumstances, which

could result in discrimination or other harms. However, it typically did not illuminate when people

were acting responsibly by virtue of using it. For example, Participant 133 worried that people
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would judge him as having been careless if he received a notification, even though using COCOA

itself could be an example of being careful.

Increasing visibility of contact tracing technology could be used to demonstrate responsible

safety practice. For example, New Zealand’s NZ COVID Tracer app includes a feature where people

can scan QR codes to record visits to businesses and other spaces [3]. As well as providing an

additional layer of tracking, this creates an opportunity to visibly perform pandemic safety by

scanning the code. However, for people who fear heavy discrimination related to COVID infection,

this could place an additional burden on individuals to demonstrate their responsibility in public,

but not convey responsibility to friends, colleagues, or people whose negative judgement could be

particularly meaningful.

Thus, rather than creating new forms of visibility, we consider how visible demonstrations of

responsibility could be incorporated into existing disclosures. For example, respondents often

reported that their decisions about whom to disclose would be shaped by the same logic that

COCOA uses – i.e., notifying people with whom they have been in contact – however, there

were still many concerns about registering cases. One possibility is that, if the recipient of a

notification would be able to infer its source, an exposure notification could be too impersonal.

Oeldorf-Hirsch and Novak [81] studied which media people choose for various types of disclosures.

When disclosing about sensitive subjects, such as telling someone they had contracted a sexually

transmitted disease, appropriateness was the most significant factor for media selection, which

meant preferring unmediated forms of communication (e.g.,face-to-face). Although face-to-face

disclosure would be decidedly inappropriate for reporting that one has COVID-19, communicating

by telephone or direct message would offer an opportunity to demonstrate care and responsibility

when disclosing to others. Thus, in contexts where someone believes that an anonymous exposure

notification will be identifying, they may prefer to disclose themselves rather than through an

impersonal means. Thus, while we considered above that decreasing visibility of disclosures could

be beneficial in certain contexts, there are also cases where expanding visibility to demonstrate that

one is acting responsibly and with consideration could increase the appropriateness of disclosure.

5.3 Individual and collective interests
Digital contact tracing apps encounter a fundamental challenge of attempting tomobilize individuals

toward a collective good of controlling the pandemic. Respondents generally distrusted that other

people would use COCOA appropriately, and this undermined their faith that the app could achieve

that collective benefit.

As discussed in Section 4.2.1, some respondents did identify personal benefits that could arise from

installing COCOA and receiving (or better still, not receiving) exposure notifications. However,

perceived personal benefits were overshadowed by personal risks, especially from registering

infections or receiving exposure notifications.

Accordingly, COCOA use, and particularly actions that involve disclosure, resembles a tragedy

of the commons as described by Hardin [41], wherein everyone benefits from mutual contributions,

but there is a lack of individual incentive. In this situation, “free-riders” can reap the benefits of

the system while refusing to contribute, but if too many people take that path, the system as a

whole will not work. Hardin’s recommendations for addressing this problem call for an external

authority to either mandate or incentivize certain behaviours. When workplaces required COCOA

usage, it was an example of an authority-driven mandate, however this was relatively uncommon,

and ultimately piecemeal when considered at a societal scale. Conversely, social pressure to wear

masks was an example of incentivizing collectively beneficial behaviour. Both approaches have

significant limitations. Large scale authority-driven solutions, such as if the government made

it mandatory for everyone to install COCOA, would dramatically conflict with commitments to

Proc. ACM Hum.-Comput. Interact., Vol. 5, No. CSCW2, Article 481. Publication date: October 2021.



481:24 Jack Jamieson et al.

personal freedom and democracy, which are deeply held in many regions including Japan. On

the other hand, relying on personal incentives can harm those who are already disadvantaged,

especially when those incentives are punitive measures such as stigma. We have shown throughout

this study that stigmatization can be effective for visible behaviours, but also lead people to hide

infection information, thus undermining people’s trust that other people can be relied upon to

pursue the collective goal.

In sum, many of the risks we observed originated from communities, and so cannot be addressed

only at an individual scale. This reflects observations within the CSCW/HCI research community

that the costs of opting into collectively (and even personally) beneficial healthcare treatments

technologies are not evenly distributed, and individual healthcare decisions depend on the avail-

ability of social support networks [e.g., 59, 75]. Thus, rather than deferring to authority mandates

or relying on individuals, we believe that interventions at a community scale could address factors

such as discrimination, stigmatization, and financial precarity that create risks if infection becomes

visible to others, and thereby create pressure to hide. In this recommendation, we draw from

Veinot et al. [106], who argued that individual-scale health interventions are “less effective for

marginalized groups [...] than those that target the context in which behaviour occurs.” Based

on this proposition, they argue that “upstream” interventions may be better suited for tackling

inequality, and additionally may be more effective at “reaching large numbers of people due to

their lack of dependence upon individual patient/consumer action for uptake.” Drawing from

their review of promising approaches, we suggest that interventions at a community-scale could

supplement individually-oriented contact tracing apps, for example by: documenting experiences

of marginalized groups [40], detecting norms and attitudes [24] and bias and discrimination [53]

in communities, or creating community-scale games to promote healthy behaviour [96]. By sup-

porting a contact tracing app with complementary interventions at community and other scales,

policymakers and designers could create conditions in which individuals face fewer risks and can

see more benefits from adopting a contact tracing app. More broadly, we affirm arguments for a

“long view of crisis” that recognizes and addresses ways that social life produces vulnerabilities

that lead to crisis [100].

6 CONCLUSION
In this paper, we reported on factors shaping decisions to install and use a contact tracing app among

153 working people in Japan. By investigating the integration of digital contact tracing into people’s

everyday lives, we identified that their decisions are shaped by social factors. People’s decision-

making is often informed by social stigmatization and lack of trust in professional, community, and

personal contexts, pointing to challenges when scaling interventions which require high levels

of adoption. Given our focus on a specific context, it is not wise to generalize specific patterns to

global contexts (e.g., concerns about discrimination are rooted in the context of Japanese society,

and given that they affected some participants differently from others, are likely shaped by the

demographic bias of our sample). Instead, this study has demonstrated that broadly distributed

technologies such as contact tracing apps should be designed with consideration for local contexts,

since needs vary considerably. We suggested ways to improve the fit of such technologies with

individuals’ everyday lives by enabling greater control over actions like disclosure, which could

more closely match ways that people navigated socially embedded challenges in other aspects of

life. We identified a need to support individual-scale technologies with interventions at community,

as well as at other scales from which social pressures originate. Amid growing attention to large

social challenges, such as public health crises and global sustainability, we unpack some strategies

about how to design interventions to serve those goals while accounting for individuals’ lived

experiences, though challenges remain around scale and cultural fit. Finally, the limited capacity
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to generalize about attitudes toward contact tracing apps illuminates an opportunity for future

research, such as meta-analysis, to investigate how attitudes toward contact tracing apps change

across time, space, and cultures, especially in a rapidly shifting situation such as the pandemic.
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