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Abstract
Prior work in cybersecurity and risk management has shown
that non-native speakers of the language used in phishing
emails are more susceptible to such attacks. Despite much
research on behaviors English speakers use to avoid phishing
attacks, little is known about behaviors of non-native speak-
ers. Therefore, we conducted an online survey with 862 non-
native English speakers (284 Germans, 276 South Koreans,
and 302 Japanese). Our findings show that participants, espe-
cially those who lacked confidence in English, had a higher
tendency to ignore English emails without careful inspection
than emails in their native languages. Furthermore, both the
German and South Korean participants generally followed
the instructions in the email in their native languages without
careful inspection. Finally, our qualitative analysis revealed
five main factors that formed the participants’ concerns in
identifying English phishing emails. These findings highlight
the importance of providing non-native speakers with specific
anti-phishing interventions that differ from those for native
speakers.

1 Introduction

Phishing is a form of online fraud that acquires such sensitive
information as account credentials and credit card information
by masquerading as a legitimate business or reputable person.
Since the mid-90s, an increasing body of research in the fields
of cybersecurity and risk management has led to the develop-
ment of techniques to combat phishing [15, 56]. However, it
remains a huge cybersecurity threat [64]. It is noteworthy that
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COVID-19 has caused a further massive increase in phishing
attacks [36].

Among Internet users, non-native speakers of the language
used in phishing emails are more susceptible to such attacks.
Recent work has shown that English proficiency level sig-
nificantly affects the ability of the users to identify English
phishing emails, and evidently lower English proficiency lev-
els lead to increased phishing susceptibility [2]. Although
research shows that non-native speakers are more suscepti-
ble to phishing attacks, little is known about their coping
behaviors: we still lack an understanding of the differences in
behavior (or reactions) of people when they receive an email
containing instructions to click on a URL link or open an
attachment in a non-native language compared with when
they receive it in their native languages.

In the fields of psychology and cognitive science, research
has shown that people tend to behave differently (i.e., perform
more poorly) when using a non-native language compared
with their native language [51, 61]. However, research sug-
gests somewhat incongruous results. First, previous research
on risk and uncertainty shows that people tend to be risk-
averse in the face of uncertainty [54]. This implies that people
may become more risk-averse when dealing with emails writ-
ten in a non-native language because they are less confident
about being able to identify phishing attacks written in a non-
native language. As a result, people may simply ignore such
emails without careful inspection. In contrast, other research
has shown that people tend to make more risk-prone deci-
sions when using a non-native language [13, 34]. Therefore,
a non-native speaker may follow the instructions written in
the email without careful inspection, which could lead to un-
wanted consequences, such as breaches of critical sensitive
information.

To help non-native speakers defend themselves against
phishing attacks, we must understand their current practices
of dealing with emails written in a non-native language. In
particular, we are interested in understanding the concerns
of non-native speakers when they are involved in phishing
attacks and the differences in the ways they deal with emails
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(with links and attachments) depending on whether they are
written in their native language or in a non-native language.

In order to explore behavioral tendencies of non-native
English speakers (NNESs) and their concerns about identify-
ing English phishing emails, we conducted an online study
with 862 NNESs (284 Germans, 276 South Koreans, and 302
Japanese) who are full-time workers exposed to the risks of
phishing attacks in English. We recruited NNESs because
English remains the dominant language on the Internet [60].
Although German, South Korean, and Japanese peoples are
all NNESs, their average English proficiency levels differ;
Germans have the highest, while the Japanese have the low-
est [20]. We studied participants’ behavior toward emails
and their confidence and concerns about identifying English
phishing emails.

Our findings indicate that participants adopted more
security-risk-averse behaviors (i.e., ignoring emails without
careful inspection) when the emails were written in English
rather than in their native languages. This tendency was salient
for those who lacked confidence in reading English. Fur-
thermore, both the German and South Korean participants
generally adopted more security-risk-prone behaviors (i.e.,
following the instructions in the email without careful inspec-
tion) when the emails were written in their native languages
than the Japanese participants. In addition, qualitative analy-
sis of their open-ended answers revealed five main factors that
formed their concerns in identifying English phishing emails,
which differ from the concerns they have in identifying phish-
ing emails in their native languages. These findings highlight
the importance of providing non-native speakers with specific
anti-phishing interventions that differ from those for native
speakers.

This study makes the following contributions:
1. This work is among the first that systematically explores

the relationship between users’ English proficiency lev-
els and their reactions/behaviors when receiving an email
that includes links and attachments.

2. Our results show that users have specific concerns about
identifying a phishing email written in their non-native
language (English) and that they adopt different strate-
gies when receiving emails written in their native and
non-native languages.

3. Our findings provide design implications that help users
combat phishing attacks in their non-native languages
(English).

2 Background and Research Questions

In this section, we review the literature that is closely related
to this study. We first review studies that explored the factors
that influence users’ susceptibility to phishing emails. Next,
we review previous works that examined the effect of users’
language and culture on their susceptibility to phishing emails.
Finally, we highlight the research questions of this study.

2.1 Factors Related to Phishing Susceptibility

The factors related to susceptibility to phishing (including
spear phishing) emails found by previous studies can be clas-
sified into three categories: (i) user demographics, (ii) anti-
phishing strategies, and (iii) contents and contexts of phishing.

User Demographics. Many researchers have found that basic
demographics such as age and gender are related to phishing
susceptibility [32, 38, 47, 57]. However, some studies yielded
incongruous results because they used different methods and
studied different populations. For example, Sheng et al. [57]
reported young people were most susceptible to phishing
whereas Li et al. [38] concluded that older people were the
most susceptible. Research has also revealed that users’ attri-
butions or traits such as personality traits (Big Five) [3, 25],
cognitive impulsivity [5, 49], employment department and
position [38], and education level [42, 49] were related to
phishing susceptibility. In terms of user skills, studies have re-
ported that user security knowledge, awareness, behavior, and
previous anti-phishing training experience were significantly
related to phishing susceptibility [6, 22, 27, 57]. Vishwanath
et al. [65] found that a heavy email load (i.e., the number
of received emails) had a strong and significant influence on
phishing susceptibility.

Anti-phishing Strategies. Several studies indicated that peo-
ple often did not pay attention to reliable phishing cues and
their strategies failed to identify phishing emails or suspicious
URLs [1, 3, 18, 27, 48, 53]. For instance, Downs et al. [18]
reported that participants in their study used various strategies
to determine the validity of emails, primarily centered around
interpreting the email text rather than focusing on more re-
liable phishing cues in headers or the URLs associated with
the links. On the other hand, Vishwanath et al. [65] and Wang
et al. [67] found that individual attention to email sources,
grammatical errors, and misspellings were significantly nega-
tively related to phishing susceptibility. They also concluded
that individual attention to urgent cues and subject lines were
significantly positively related to phishing susceptibility.

Contents and Contexts of Phishing Emails. Given that
users’ anti-phishing strategies center around interpreting
email texts, researchers have studied how users’ behaviors
are affected by email contents. Researchers have classified
the contents of phishing emails based on a seminal work by
Cialdini [12], which identified principles that triggered peo-
ple’s decisions to comply with requests (called “principles of
persuasion”). They found that the presence of authority cues
[5, 68], consistency [63], and scarcity [63] increased users’
phishing susceptibility. From the viewpoints of contexts, par-
ticipants are more susceptible when phishing messages are
specific to their situations [24, 28, 30]. Unsurprisingly, sev-
eral studies revealed that the contents and context of phishing
emails to which participants were more susceptible depend
on demographics of participants [38, 39, 47].
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2.2 Impact of Culture and Language

Culture. Cross-cultural studies are positioned as a crucial
theme in the field of cybersecurity because culture directly
impacts security-related phenomena [14]. Recently, many re-
searchers have conducted a variety of cross-cultural security
studies, such as those on the security behavior intentions scale
(SeBIS) [55], generated passwords [43], smartphone unlock-
ing [26], and account security incident response [52]. Some
of these cross-cultural studies adopted Hofstede’s cultural di-
mensions [29] to interpret the observed differences in security
behavior by linking them to the national characteristics, such
as the individualism-collectivism dimension [52].

The cross-cultural approach has also attracted interest in
phishing research. Butavicius et al. [6] and Tembe et al. [62]
recruited participants from multiple countries and showed
that those with higher individualism scores (e.g., the U.S.
participants) were less likely to be phished. Both works sug-
gest that low levels of individualism may fuel a desire to
respond to requests from others to maintain group harmony,
which includes requests in phishing emails (especially from
an authority figure). Flores et al. [22] reported that factors
(individual demographics) that were significantly correlated
with phishing susceptibility differed among countries.
Language. Although language is known to have a consider-
able influence on one’s thoughts and behavior, few studies
in cybersecurity have focused on language. A broad body of
research in the fields of psychology and cognitive science
shows that people face various interpretation and reasoning
problems when using a non-native language [11, 51, 61, 66].
For instance, Takano and Noda [61] demonstrated that using
a foreign language caused a temporary decline in thinking
task performance. Rear [51] compared the critical thinking
skills of Asian students in their native language and English
contexts and argued that using a foreign language consider-
ably interfered with critical thinking. Some researchers have
also identified problems that non-native speakers face during
Internet use, such as online searches [11]. On the other hand,
some psychological researchers demonstrated that using a
foreign language reduced decision-making bias, that is, the
loss aversion bias that people have in their native language
contexts was reduced in foreign language contexts [13, 34].

Although studies have explored the impact of culture on
users’ phishing susceptibility, the impact of language (espe-
cially language barriers) on this phenomenon is not yet fully
understood. So far, little work has addressed the impact of
language barriers of NNESs on their susceptibility to phish-
ing emails. Among the few studies that investigated language
issues in cybersecurity, Alseadoon et al. [2] and Kävrestad et
al. [33] conducted a phishing identification task in Saudi Ara-
bia and Sweden, respectively. They revealed that the NNESs’
self-perceived English proficiency level significantly affected
their ability to identify phishing English emails [2] and legiti-
mate English emails [33], respectively.

RQ1 

RQ2

Participants (German, South Korean, and Japanese)

Concerns when identifying English phishing emails if any

Comparison

Demographic questionsPart 1

Part 2

Part 3

Roleplay: 
Emails in native lang.

Roleplay: 
Emails in English

Figure 1: Overview of our survey design and research ques-
tions (RQs).

2.3 Research Questions
In summary, although previous works suggest that NNESs
may be more susceptible to phishing attacks, it remains un-
clear how language affects non-native speakers’ strategies to
combat phishing attacks. To help non-native speakers defend
themselves against phishing attacks, it is critical to understand
their current practices of dealing with emails written in their
non-native language. In this paper, we ask:

RQ1. Do NNESs show different behavioral tendencies
(e.g., security-risk-prone vs. security-risk-averse) toward
native language and English emails?
RQ2. What are the NNESs’ concerns about identifying

English phishing emails?
Following the suggestion of Lastdrager et al. [37], who ad-
dressed anti-phishing interventions designed specifically for
children, we advocate for anti-phishing interventions designed
specifically for NNESs.

3 Methods

We designed an online survey to understand NNESs’ behav-
ioral tendencies (RQ1) and concerns (RQ2) about English
phishing emails.

3.1 Survey Design
Figure 1 summarizes the design of our survey and correspond-
ing research questions1. Our survey consisted of three parts.
In Part 1, we asked the participants about their demographics;
then in Part 2, we explored their behavior and attention toward
emails (RQ1); and finally in Part 3, we asked the participants
with low confidence in identifying English phishing emails
about their concerns. (RQ2).

In Part 2, randomly selected half of the participants from
each country were shown a set of English emails that included
phishing emails. The other half were shown the same set of
emails translated into their native languages. All participants
were provided with a scenario that described the background

1The entire study was approved by our Institutional Review Board.
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of receiving the emails and asked how they would respond to
them. To minimize the effects of email content, we adopted a
between-subjects design for Part 2. In Part 3, all participants
were asked about their past experiences of being deceived by
phishing emails and their confidence in identifying phishing
emails in their native languages and in English. We adopted a
within-subject design for Part 3 because we were interested in
understanding whether people had different experiences and
confidence levels when the language of the emails differed.
Furthermore, it is worth noting that we conducted Part 3 after
Part 2 because we were concerned that the participants’ behav-
ior (in Part 2) may be affected if they knew the focus of our
study was phishing (as revealed in Part 3). A previous study
showed that revealing such information would improve the
participants’ performance to identify phishing emails during
the experiment [49]. We did not inform the participants that
they were participating in a phishing study in Part 2. The de-
mographics questions in Part 1 also did not include questions
about their phishing experiences.

The questionnaire items (including the email materials)
were translated into German, Korean, and Japanese by two
professional translators of the respective language to ensure
their validity.

3.2 Procedure

In this subsection, we introduce the procedure of our study
and the preventive measures that protected the privacy of our
participants during the study.
Screening Survey. To recruit eligible participants, we imple-
mented a short screening survey prior to our main survey.
The screening survey included four demographic questions:
age, self-identified gender, occupational status, and native
language. In the middle of the screening survey, we asked
an attention check question. Those who were deemed eligi-
ble for our survey (participation eligibility is described in
Section 3.4) proceeded to our survey. Our screening survey
included a consent form and instructions. In the instructions,
participants were provided the survey title, estimated time,
compensation, and confidentiality of the survey data. Our
survey title was “Survey of emails written in <participants’
native language> or English”. Based on other security-related
studies that conducted online surveys [1, 46], we did not use
security-related terms (e.g., phishing) in either the survey title
or instructions to avoid recruiting biased participants who
were only interested in computer security.

All participants were required to complete consent forms
before starting the main survey (Parts 1 to 3).
Part 1: Demographics. In addition to the basic demographic
questions from the screening survey, we asked the following
six questions: education level, whether they were IT profes-
sionals, confidence level in their English reading skills (6-
point Likert scale), total years spent learning English, and the
average number of emails they received each working day in

their native language and English.
Part 2: Behavioral Tendencies (RQ1). Based on previous
phishing studies, we measured the participants’ behaviors
based on their performances in a scenario-based roleplay
task [7, 8, 18, 49, 50, 57]. The roleplay enables researchers
to study phishing without conducting an actual simulated
phishing attack [57].

We first gave participants fictitious profile information
about the email recipient for roleplay in their native language.
We then showed screenshots of four emails that included
phishing emails and asked them to answer how they would
respond if they received each email by selecting provided
options. At the end of Part 2, we asked the participants about
the email elements to which they usually paid attention when
they received emails. They chose their top 3 email elements
from a list of representative elements (e.g., sender’s email
address, subject line, grammatical errors and misspellings),
which were adopted from Vishwanath et al. [65].
Part 3: Confidence and Concerns about English Phishing
Emails (RQ2). In Part 3, we asked participants questions
about their confidence and concerns about identifying En-
glish phishing emails. To avoid misunderstandings, we de-
fined “phishing attacks” at the beginning of Part 3. Then, we
asked how often they received both work-related and personal
suspicious emails (except company phishing training). We
specifically asked them how often they received such emails
written in both their native language and English.

Next, we asked about their experiences of being deceived
by phishing in both work-related and personal emails, except
for training. We asked about clicking on a link or opening an
attached file in phishing emails written both in their native
language and English, regardless of the damage.

Participants were then asked about their confidence levels
for identifying phishing emails. They assessed their agree-
ment or disagreement with these two statements: “I can al-
ways identify a phishing email written in <participant’s native
languages>” and “I can always identify a phishing email
written in English” on a 6-point Likert scale from “strongly
disagree” to “strongly agree.” Depending on their answers
about their level of confidence, participants were asked either
why they thought that they could or could not identify English
phishing emails in an open-ended question.

For a manipulation check, we included a question in the
middle of Part 3 that asked about the definition of phishing.
This was to confirm their understanding of phishing emails.
They were asked to choose the best definition of phishing
from three options: the definitions of phishing, ransomware,
and distributed denial-of-service (DDoS). An attention check
question was also included in the middle of Part 3. Participants
who answered either the definition check or the attention
check incorrectly, or both, were excluded from our dataset
to ensure the quality of our analysis results. All participants
received compensation, even if they did not pass these checks.
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3.3 Materials for Roleplay Task

For our roleplay task, we carefully examined previous phish-
ing studies as mentioned in Section 3.2 and finally prepared
four emails: an obvious-phishing email, two uncertain emails,
and a genuine email (Table 1). As shown in Fig. 2, all used
screenshots of the emails follow the format of Gmail. The
obvious-phishing email contained features that appeared to
be undeniably illegitimate. The genuine email contained no
features that suggested phishing. The uncertain emails con-
tained some features that suggested the possibility of phishing;
however, such information alone did not provide sufficient
evidence to identify whether the email was phishing based
only on the appearance of the screenshots. The contents of
the emails of our roleplay task must resemble those received
by NNESs on a daily basis. If NNESs receive an email in
English from a service that is unavailable in their country,
they are likely to ignore it based on the unnatural context.
Therefore, the senders (or spoofed senders) of the emails
must be well-known, worldwide services (e.g., PayPal and
LinkedIn) or business acquaintances to increase the feeling
of verisimilitude in NNESs about an email in English. The
obvious-phishing and uncertain emails were collected from an
online archive of phishing emails (MillerSmiles.co.uk [41])
and the dataset used by Canfield et al. [7, 8]. The genuine
email was taken from an inbox of one of the authors. We then
arranged them for this study (e.g., displayed names and dates).
We kept the survey short by providing a limited number of
emails for this roleplay task that could be completed in a few
minutes in order to reduce participants’ fatigue.

Recent studies examined spear phishing emails applying
the psychological principles of persuasion [47, 63] as men-
tioned in Section 2.1. Instead of covering various scenarios
concerning such psychologically persuasive contexts, our role-
play task focuses on phishing cues that might be fundamental
metrics when users identify phishing emails. As summarized
in Table 1, the obvious-phishing and uncertain emails con-
tained two or more features often associated with such prac-
tices as phishing cues: suspicious sender email addresses, sus-
picious URLs, impersonal greetings, hidden URLs, attached
files, requests for sensitive information, and requests requir-
ing urgent action [7, 8, 18, 59]. We did not use an email that
contained obvious grammatical errors or misspellings. This
is because it would be impossible to replicate them accu-
rately across languages and we wanted to minimize exper-
imental variability. In the obvious-phishing email (b) (Ta-
ble 1), a suspicious URL was displayed, which Canfield et
al. [8] described as the most valid cue for identifying phishing
emails. The sender’s email address in phishing email (b) was
also suspicious. Although the name of a well-known service
(LinkedIn) appeared in the URL and in the sender’s email
address, their positions in the URL and email address struc-
ture were inauthentic. The uncertain email (a) contained a
hidden URL, and the URL was hidden by an HTML button

Table 1: Features of four emails used in roleplay task.
Sender Legitimacy Phishing cues

(a) PayPal (Card ex-
piration notice)

Uncertain · Impersonal greeting
· Hidden URL (HTML button)
· Request for sensitive information
· Request for urgent action

(b) LinkedIn (Login
notification)

Obvious
phishing

· Suspicious sender’s email address
· Impersonal greeting
· Suspicious URL
· Request for urgent action

(c) Coworker (Meet-
ing invitation)

Genuine N/A

(d) IT service staff
(Alert notice)

Uncertain · Attached zip file
· Request for urgent action

Figure 2: Example of email screenshots shown to participants
in the roleplay task (Email (a), English version).

that displayed text. The URL must be uncovered by hovering
over it with a mouse to identify whether it was phishing or
genuine. In the uncertain email (d), a zip file was attached,
which could contain harmful files such as malware.

The participants played the role of a male employee who
was given a prevalent name in each country (e.g., Japanese
participants were given an identity of “Taro Yamada”) work-
ing at the ABC Company. Each participant was informed that
he had PayPal and LinkedIn accounts, which, respectively,
corresponded to the senders of emails (a) and (b). We also
informed the participants of the email addresses of his boss
and the company’s IT staff, which, respectively, corresponded
to the senders of emails (c) and (d).

We then provided the following four options to participants
in each email: “I’d ignore it without referring to any other
information than this screenshot;” “I’d follow its instruction
without referring to any other information than this screen-
shot;” “I’d refer to some other information than this screen-
shot to decide how to respond2;” and “Other.” Although, in
reality, users could perform multiple actions (e.g., they ignore
an email after checking the validity of sender address), to
reduce the complexity of our user study, our roleplay tasks
ask participants to choose their initial reaction rather than an
email response procedure. We also asked the participants who

2Hovering over links is included in this option.

USENIX Association Seventeenth Symposium on Usable Privacy and Security    323



chose“I’d refer to some other information...” or “Other” to
specify the information they would refer to or what actions
they would take in an open-ended form. Since we wanted to
protect our participants from accessing phishing websites but
did not want them to think that those emails are phishing, we
asked them to answer the questions without searching any
information contained in the emails.

Although we designed our roleplay tasks according to the
aforementioned prominent literature, the ecological validity
of the anti-phishing study of user behavior needs further im-
provement (Please see Section 5.2).

We provide the full questionnaire in Appendix A.

3.4 Participants
We recruited participants from three non-native English-
speaking countries. The English skills of the citizens of these
countries and their confidence in English might affect their
responses to English emails. We used the EF English Profi-
ciency Index (EF EPI) 2019 [20] and selected one country
from each English proficiency level group: Germany from
with the very high or high level, South Korea from the moder-
ate level, and Japan from low or very low level.

In each country, we limited the participants to full-time
workers who were at least 18 years old and native speakers
of the country’s official language (e.g., German samples only
consisted of native German speakers). We recruited workers
to improve the ecological validity of our study. For NNESs,
workers face higher potential risks of phishing attacks writ-
ten in English because they are more likely to be exposed
to English than non-workers. We recruited a broad array of
participants with quota sampling to match the demographics
of working populations.

We recruited participants and conducted our survey through
a survey company (Macromill [40]) that has large-scale,
global online panels. The participants received a compen-
sation, which roughly equals US$4.7. This survey was done
in July and August, 2020.

We analyzed valid responses from 862 participants: 284
Germans, 276 South Koreans, and 302 Japanese. Participants
finished our survey in 7.5 minutes (median), including the
screening survey. Table 2 shows the demographics of our
participants. Their age and gender distributions were similar
in all three countries. Although there were some differences
among the three countries in demographics other than age
and gender, the distributions of the demographics between the
two groups divided by language in our roleplay task (native
language group and English group) were similar in each coun-
try. The percentages of participants who were confident in
their English reading skills were high in Germany, followed
in descending order by South Korea and Japan.

Table 3 shows the frequency that participants received sus-
picious emails and their experience being deceived by phish-
ing emails. Although the frequency of receiving suspicious

emails was lower in English than in their native languages
in all three countries, at least a quarter of the participants
received suspicious emails in English at least once a month.
This indicates that NNESs are regularly exposed or perceive
to be exposed to English phishing emails. Although the per-
centages of participants who have been deceived by phishing
emails in English was also lower than in their native language,
this result may be influenced by the fact that they obviously
receive more suspicious emails in their native languages than
in English. In this paper, we explore the differences in users’
susceptibility between the contexts of their native languages
and English when they actually receive a phishing email.

3.5 Data Analysis
In this study, we conducted two types of data analysis: partic-
ipants’ behavioral tendencies toward emails in our roleplay
task (RQ1) and their concerns about identifying phishing
emails in English (RQ2).

First, we categorized participants’ behaviors toward phish-
ing in a roleplay task based on two typical indexes introduced
in Section 1: security-risk-prone and security-risk-averse be-
havioral tendencies.

• Security-Risk-Prone Behavior. We defined security-risk-
prone behavior as the participants following the instruc-
tions from the sender (e.g., clicking a link or opening
an attached file) without any inspection. This behavior
is problematic when the email is likely phishing. In our
analysis, we counted the participants who answered, “I’d
follow its instruction without referring to any other in-
formation than this screenshot,” to the obvious-phishing
or uncertain emails ((a), (b), and (d) in Table 1).

• Security-Risk-Averse Behavior. We defined security-
risk-averse behavior as the participants ignoring instruc-
tions from the sender without any inspection, even when
the email is likely genuine. We counted the participants
who answered, “I’d ignore it without referring to any
other information than this screenshot,” to the genuine
or uncertain emails ((a), (c), and (d) in Table 1).

For each email, we tested whether there was a significant
difference between the percentages of participants who en-
gaged in risk-prone behavior toward emails in their native lan-
guage and those in English (Chi-square tests with Bonferroni
correction for multiple comparisons). We tested security-risk-
averse behavior in the same manner. Furthermore, to explore
factors that affect an individual’s security-risk-prone/risk-
averse behavioral tendency, we performed ordinal logistic re-
gression analyses. Specifically, we used the following model:
security-risk-prone/averse behavior ∼ age group + IT exper-
tise + confidence in reading English + Email load + culture.
These independent variables were selected based on the find-
ings of the existing literature [38, 57, 65]. We confirmed that
each pair of our independent variables had no multicollinear-
ity and that the proportional odds assumption was satisfied.
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Table 2: Basic and extensive demographics of our participants.
Country Germany South Korea Japan

Language used in our roleplay task German English Korean English Japan English
(N=140) (N=144) (N=141) (N=135) (N=148) (N=154)

Age 18-29 24.3% 20.8% 29.8% 25.9% 23.6% 25.3%
30-39 24.3% 27.1% 22.0% 25.9% 25.7% 21.4%
40-49 26.4% 27.1% 24.1% 24.4% 25.0% 26.6%
50-59 22.1% 20.8% 19.1% 19.3% 23.0% 20.1%
60 or over 2.9% 4.2% 5.0% 4.4% 2.7% 6.5%

Self-identified gender Male 55.0% 56.3% 59.6% 57.8% 60.1% 55.8%
Female 45.0% 43.8% 40.4% 42.2% 39.9% 44.2%

Level of education No high school/High school 25.0% 23.6% 9.9% 11.1% 19.6% 26.0%
Assoc. degree/Tech. degree 39.3% 45.1% 12.8% 9.6% 20.3% 18.8%
Bachelor’s degree 33.6% 29.2% 71.6% 68.9% 52.7% 46.1%
Graduate degree 2.1% 2.1% 5.7% 9.6% 7.4% 8.4%

IT professionals % Professionals 30.7% 27.1% 19.9% 19.3% 8.1% 6.5%
Confidence of English-reading % Positive (6-point scale) 77.9% 77.8% 41.1% 42.2% 12.2% 14.3%
Years of English learning Ave. 8.9 8.4 11.6 12.4 8.4 8.2
Received emails per day Ave.: Native language 25.3 23.1 13.5 14.2 28.7 33.1
Received emails per day Ave.: English 6.5 4.7 3.0 2.7 1.4 2.2

Table 3: Participants’ experiences with phishing emails.

Country
% Participants who
receive suspicious emails
at least once a month

% Participants who have
been deceived by
phishing emails

Native English Native English
Germany 58.1% 47.5% 25.4% 14.1%
South Korea 56.7% 39.1% 14.5% 10.1%
Japan 51.7% 26.5% 6.0% 1.3%

Next, we explored the participants’ concerns about identify-
ing English phishing emails in open-ended questions. Original
open-ended comments were collected in participants’ native
languages and professional translators translated them into En-
glish. Two independent coders then rated them through an in-
ductive thematic analysis method, which identifies, analyzes,
and reports patterns (themes) within data [4]. The coders prac-
ticed rating a subsample of users’ responses and discussed
differences until they reached a consensus before rating the re-
mainder of the data. Because participants sometimes provided
multiple concerns, we allowed multiple themes per response.
Accordingly, we calculated the inter-rater reliability using the
Kupper-Hafner statistic [21].

4 Results

In this section, we aim to answer our research questions by
analysing the results of our roleplay task and survey questions.
We first addressed RQ1 by studying participants’ behavior
toward emails. Next, we addressed RQ2 by studying partic-
ipants’ confidence and concerns about identifying English
phishing emails. This study aims to unveil the differences in
participants’ behavior and perceptions between their native
languages and English. Please note that national or cultural
differences are out of our scope (see 5.2 for more details).

4.1 RQ1: Behavior toward the Emails

4.1.1 Security-Risk-Prone/Averse Behavioral Tendency

Table 4 shows the percentages of the participants with
security-risk-prone behavioral tendencies for each email in
our roleplay task. In Germany and South Korea, the percent-
age of participants who engaged in security-risk-prone behav-
iors was lower in English contexts than in their native lan-
guage contexts. Especially in South Korea, the difference was
large and statistically significant for all three emails (p<.05).
In contrast, in Japan, more participants engaged in security-
risk-prone behavior in English contexts than in Japanese con-
texts. In all three countries, the percentages of participants
who engaged in security-risk-prone behavior in response to
the obvious-phishing email (b) with the suspicious URL and
to the uncertain email (a) were similar. Participants did not
seem to look for and rely on a suspicious URL for their
decision-making, although Canfield et al. [8] described it as
the most valid cue for identifying phishing emails.

As Table 4 shows, in all three countries, the percentage
of participants who engaged in security-risk-averse behavior
was higher for emails in English than for emails in their na-
tive languages. For the genuine email (c), which contained
no phishing cues, 24–29% of the participants engaged in
security-risk-averse behavior in English contexts. We found
that the differences in the percentages of participants with
security-risk-averse behavior between their native language
and English contexts were larger for email (a), which was sent
from PayPal, than emails (c) and (d), which were respectively
sent from the coworker and company staff. This tendency was
common in all three countries. In other words, participants
appear more likely to ignore an email from a service with
which they have no personal relationship than one from a
sender with whom they have an established relationship in
English contexts. This result suggests that the expected ex-
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Table 4: Percentage of participants who engaged in security-risk-prone/averse behaviors in our roleplay task.
Behavioral tendency Country Language (a) Uncertain (b) Obvious phishing (c) Genuine (d) Uncertain

Security-risk-prone behavior

Germany Native 27.1% 30.7%

N/A

53.6%
English 22.2% 23.6% 45.8%

South Korea Native 41.8%* 43.3%* 50.4%*
English 25.9%* 25.2%* 31.1%*

Japan Native 8.8% 8.8% 23.6%
English 14.3% 14.9% 24.7%

Security-risk-averse behavior

Germany Native 48.6%

N/A

19.3% 32.1%
English 61.8% 24.3% 40.3%

South Korea Native 20.6%** 21.3% 30.5%
English 41.5%** 28.9% 37.0%

Japan Native 44.6% 18.9% 46.6%
English 56.5% 29.2% 48.7%

Bold font indicates that the difference between the two groups (native language and English) is statistically significant (Chi-square tests). Significance levels are
***p<.001; **p<.01; *p<.05, whose p-values are corrected for multiple testing using the Bonferroni method.

Table 5: Regression analysis for Security-risk-prone/averse behavioral tendencies in English contexts.
Independent variables Security-risk-prone Security-risk-averse

Coefficients Std. Err. p-values Coefficients Std. Err. p-values
Age group -.2702 .0814 <.001 *** .2068 .0745 .0055 **
IT professional .2602 .2555 .3086 -.1440 .2375 .5443
Confidence in reading English .2504 .0867 .0039 ** -.3263 .0844 <.001 ***
Num. Received English emails -.0234 .0152 .1245 -.0294 .0159 .0641
Korean -.0717 .2362 .7616 -.3981 .1176 .0473 *
Japanese -.5300 .2794 .0578 .0635 .2068 .7589

p-values test the hypothesis that coefficients are zero, i.e., independent variables do not affect security-risk-prone/averse behavior. Significance levels are
***p <.001; **p <.01; *p <.05. Security-risk-prone/averse behavior (dependent variables): the number of emails the participants engaged in security-risk-
prone/averse behaviors (0 to 3). Age group: 18-29, 30-39, 40-49, 50-59, or ≥60. IT professional: professional or non-professional (we set the non-professional as
the baseline). Confidence in reading English: 6-point Likert scale 0 (strongly disagree) to 5 (strongly agree). Culture: Germany, South Korea, or Japan (we set
Germany as the baseline).

tent to which relationships are impacted by ignoring emails
may be negatively related to security-risk-averse behavior in
English contexts.

As shown in Table 5, age groups and confidence in reading
English had significant effects on participants’ security-risk-
prone/averse behaviors in English contexts; younger partic-
ipants with more confidence in reading English were more
likely to follow the instructions in obvious-phishing and uncer-
tain emails written in English, and they were also less likely
to ignore the instructions in genuine and uncertain emails
written in English. The result indicating that factors related to
participants’ self-perceived English proficiency level signifi-
cantly affect their behavior toward English emails is consistent
with previous phishing studies that examined NNESs [2, 33].
Contrary to the expectations from previous phishing stud-
ies [22, 57, 65], IT expertise and the number of received
emails did not significantly affect participants’ behavior in
English contexts. A prior work [45] in language communica-
tion reported that NNESs’ behavior was more influenced by
their self-perceived English fluency than objective English flu-
ency. Our results seems to support that conclusion: confidence
in English reading (self-perceived English index) did affect
NNESs’ behavior more than the number of received English
emails (the objective English index relates to familiarity with
English).

4.1.2 Participants’ Inspection Behaviors

We analyzed the open-ended responses of participants who
reported that they would refer to some other information than
the screenshot. The most frequent inspection behaviors were
the same regardless of whether the participants were shown
emails in English or their native language: participants would
log in to the website without clicking the link in the email,
which is generally recommended as an anti-phishing reac-
tion [44], for emails (a) and (b), and they would ask their
coworkers for emails (c) and (d). In all three countries, the
percentages of participants who reported that they would use
Internet search were higher in their native language environ-
ment than in English. In English contexts, 0.4% of German,
4.8% of Korean, and 6.5% of Japanese reported that they
would use an online translator (on average of four emails).
Please see Appendix B for more details.

4.1.3 Attention to Email Elements

Previous studies found that individual attention to email
sources and grammatical errors/misspellings were signifi-
cantly and negatively related to phishing susceptibility, and
that attention to urgency cues and subject lines were signifi-
cantly and positively related to phishing susceptibility [65,67].
Fig. 3 shows the percentages of the participants who usually
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Figure 3: Email elements to which our participants pay attention.

paid attention to each email element in their native language
and English contexts. Although there were some differences
in elements that participants paid attention to between the
three countries, we focus on the common differences between
their native languages and English. In all three countries, par-
ticipants paid less attention to grammatical/misspelling errors
and more attention to the sender’s email addresses and sub-
ject lines in English contexts. This indicates that participants
tended to rely more on information recognized at a glance to
roughly grasp the content and context of the emails in English
contexts. We note that excessive reliance on subject lines for
phishing identification is risky because they often serve as
a lure in phishing emails [65]. In countries with relatively
low English proficiency (i.e., Korea and especially Japan),
the percentage of participants who focused on grammatical
errors and misspellings was markedly lower in English con-
texts than in native language contexts. This reflects the fact
that participants with low confidence in their English reading
skills believed that they were unable to detect such errors in
English.

4.2 RQ2: Confidence and Concerns about En-
glish Phishing Emails

4.2.1 Confidence in Identifying Phishing Emails

Figure 4 shows participants’ degree of confidence in identi-
fying phishing emails. The percentages of participants who
were not confident in identifying English phishing emails (i.e.,
answered “strongly disagree” to “somewhat disagree.”) were
24.6% (70/284) in Germany, 43.5% (120/276) in Korea, and
60.0% (181/302) in Japan. In all three countries, the percent-
age of participants who were confident that they can identify
phishing was lower in English than in their native language.
We conducted a correlation analysis and found that partic-
ipants’ degree of confidence in identifying English phish-
ing emails was positively correlated with their confidence in
their English reading skills (Germany ρ=.378, p<.001; South
Korea ρ=.456, p<.001; Japan ρ=.452, p<.001). Conversely,
following the several previous studies that showed that the

Figure 4: Participants’ confidence in identifying phishing.

participants’ confidence in identifying phishing did not ex-
plain their phishing identification performance in the native
language contexts [17, 31, 46], we also found that confidence
in identifying English phishing was not significantly corre-
lated with participants’ security-risk-prone/averse behavioral
tendencies in English contexts in any of the three countries.

4.2.2 Concerns about Identifying Phishing in English

Of the 862 participants, 371 participants who were not con-
fident in identifying English phishing emails (as described
in Section 4.2.1) were asked about their concerns. Since we
aimed to explore their specific problems to determine anti-
phishing interventions for NNESs, we excluded 144 unclear
responses such as “Because I am not good at English.” As a
result, we conducted thematic analysis of 227 responses and
found five main concerns: difficulty understanding English
email content (70.0%), difficulty identifying errors and unnat-
ural language in English (15.0%), unfamiliarity with English
phishing emails (9.3%), decreased attention in English con-
texts (8.0%), and difficulty finding similar cases in English
on the Internet (3.1%). The final inter-rater reliability was
0.84, which is considered to be a high agreement. Comments
from German, South Korean, and Japanese participants are
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indicated with (G), (K), and (J), respectively. The discussion
of each concern follows, and design implications based on
these concerns will be presented in Section 5.1.
Difficulty Understanding English Email Content. The ma-
jority of participant concerns contained anxiety about identify-
ing English phishing emails because the participants struggled
to understand the content of English emails. Comments from
such participants indicated that the fundamental cause of this
concern is their lack of English skills: “Because my English
skills aren’t very good, I can’t understand English emails
at all”(J) and “I’m not good at English. Even when I did
roughly understand the email, I couldn’t grasp its details in
English...”(J). Especially, older participants expressed strong
concerns: “It’s been a long time since I learned English, so
I can’t read it very well” (K). As a strategy to address this
concern, some participants used an online translator. How-
ever, they also complained about its inaccuracy: “I tried to
use an online translator, but unfortunately, its translations
aren’t very good, and they are sometimes very confusing...”
(K). Participants who felt that they could not understand the
English emails admitted that they often ignored them: “Since
I can’t read English, I usually just ignore English emails”(J).
This is typical security-risk-averse behavior and can certainly
prevent English phishing emails, but such biased behavior also
creates a risk of opportunity loss by inhibiting communication
in English. We conclude that NNESs need support to reduce
two distinct risks: English phishing emails and opportunity
loss of English communication.
Difficulty Identifying Errors and Unnatural Language in
English. Baki et al. [3] found that users generally investi-
gated such language information as writing styles and gram-
mar to identify phishing emails. However, our participants
believed that they could not adopt this strategy for emails
in English: “For Japanese emails, I can obviously identify
incongruities caused by grammar, nuances, and honorific ex-
pressions. However, in English, although I can understand
the surface contents of emails, I cannot grasp any language
nuances”(J). Indeed, the result of Section 4.1.3 shows that
participants paid less attention to grammatical errors and mis-
spellings in English contexts. This concern is not a simple
problem because many participants mentioned not only errors
in sentences but subtle unnatural nuances in the language.
Participants believed that they needed a high level of English
knowledge to overcome this concern: “Phishing emails are
not always obvious. Further English knowledge is necessary
to more certainly recognize them” (G).
Unfamiliarity with English Phishing Emails. Sheng et
al. [57] reported that the participants with a high degree of
prior exposure to anti-phishing education (i.e., familiarity
with phishing) were significantly less susceptible to phishing.
However, participants were concerned about their unfamil-
iarity with English phishing emails:“... I’m not familiar with
the formats and patterns of English phishing emails” (J) and
“... Compared to Korean ones, English phishing emails are

more varied and sneaky, which increases the odds that they
will be confusing” (K). A participant noted the difference in
the amount of experience receiving phishing emails written
in their native language and those in English as well as the
amount that can be learned from familiar media: “I think that
there is a general type of phishing email that is written in Ko-
rean. It’s an advantage to experience more phishing emails in
Korean than similar emails in English. All kinds of media deal
with (Korean) phishing emails, so there are more chances to
figure out if it’s phishing compared to those in English...” (K).
Decreased Attention in English contexts. Although it is ev-
ident that users’ attention is essential to identify phishing
emails, several participants were concerned that their atten-
tion would be reduced in reading English emails: “... I can’t
understand the contents of English emails. Thus, I practically
panic and worry that I won’t make the right decision when
I receive it” (J), and “Since I can’t read English, I blindly
open a phishing email to understand the contents” (J). These
concerns reflect security-risk-prone behaviors of NNESs. One
participant noted that their attention was decreased because
the language of the URLs is English.: “... If Korean emails
provide a link, since its language is different, I might not click
on it because it looks different. But for English emails, since
the contents are in English and the link is also English, it
does not stand out so much. Therefore, I might click on the
link more easily than in Korean emails” (K). It seems to be
unique to NNESs to focus on the discrepancy between the
languages used in the body of the email and the link (i.e., URL
that can use Unicode) respectively, however English emails
do not have this feature, suggesting that it is not an effective
behavior against English phishing emails.
Difficulty Finding Similar Cases in English on the Inter-
net. In our roleplay task, some participants told us that they
used Internet search engines to find similar cases of received
suspicious emails in their native language contexts. This
means searching on the Internet is an important strategy for
identifying phishing emails. However, participants mentioned
that they encountered a problem when they searched for sim-
ilar cases in English: “When I Google the text of a phishing
email in Japanese, I can see if it is phishing by viewing the
posted experiences by people who received a similar email.
However, for English, I cannot see if it is phishing because it’s
difficult for me to read the contents of websites from a Google
search” (J); and “... Even if I can search websites related to the
phishing email, it is difficult to determine which information
is correct in English contexts” (J). This matches the findings
of Chu et al. [10,11] who reported that NNESs struggle when
viewing and skimming online search results. Although only
few participants mentioned this concern (3.1%), we infer that
participants who mentioned that they struggled to understand
the content of English emails (70.0%) would also have diffi-
culty when searching for similar cases.

On the other hand, the following are three main reasons
collected from participants who were confident in identifying

328    Seventeenth Symposium on Usable Privacy and Security USENIX Association



English phishing emails: their attention improves due to a
lack of opportunities to receive English emails in their daily
life, they can read the elements needed to identify phishing in
English, and they believe the mailer and in-house system will
detect it. However, regarding the mailer and in-house system,
one participant reported that such systems make decisions that
lead to lost opportunities: “Since distinguishing between good
and phishing emails is often difficult, you often automatically
anticipate phishing or spam in the case of English emails. So
sometimes an important email might easily get lost” (G).

5 Discussion

In a society where native and non-native speakers coexist, it
is desirable that there is a minimal discrepancy in communi-
cation between native and non-native speakers. The capability
of non-native speakers to respond appropriately to emails
written in English is a typical example; that is, NNESs are
expected to be able to read and understand genuine emails,
while correctly ignoring phishing emails even when they are
written in English. Through our experiments, we found that
NNESs were more prone to engaging in undesirable behav-
iors when they handled English emails, whether phishing or
genuine, and that this tendency varied across countries. We
also found that NNESs could not adopt their strategies for
identifying phishing emails written in their native languages
for English phishing emails. Specifically, they had difficulty
in identifying errors and unnatural language and searching
similar cases in English contexts. In this section, we first dis-
cuss the design implications that aim at supporting NNESs in
taking the appropriate action when they need to deal with an
email written in English. We then discuss the limitations and
future extensions of our study.

5.1 Design Implications
Our findings suggest the need to develop assistive technolo-
gies to help NNESs handle English emails correctly. In this
section, we present specific design implications (D1–D4)
based on our findings. We also discuss their effectiveness
and limitations.
D1: Language-agnostic phishing knowledge base. As a
strategy for identifying phishing emails written in their native
language, some participants reported that they use Internet
search engines to obtain information about similar phishing
cases. At the same time, they raised a concern that it would
be difficult to take the same approach for identifying English
phishing emails. The common challenges derived from our
participants’ comments (as shown in Section 4.2.2 – Diffi-
culty Finding Similar Cases in English on the Internet) and
previous studies of information searches in non-native lan-
guage [10, 11, 69] are as follows. First, for NNESs, obtaining
information in English is a difficult task. Second, even when
they find correct information in English, they may not be

able to interpret it correctly. Moreover, it is not straightfor-
ward for NNESs to ascertain the reliability of information
sources. Based on these observations, we propose to develop
a phishing knowledge base, which (1) is operated by a glob-
ally authorized, neutral organization such as an international
standardization organization, (2) collects and maintains phish-
ing cases in various languages, and (3) provides language-
agnostic notations so that NNESs can understand the phishing
content. As a previous study on the design of a security in-
dicator implies [19], adopting graphical notations would be
effective for solving this problem.
D2: Auto follow-up mechanism Our survey revealed that
some NNESs tended to engage in security-risk-averse behav-
ior primarily because the email was written in English. While
this behavior may help to reduce the threat of phishing, it
could lead to the increase of the risk of losing important op-
portunities by ignoring all incoming emails written in English.
We believe that introducing an auto follow-up mechanism is
useful in solving this problem. Gmail [9] has adopted a func-
tionality to provide both an email sender and recipient with a
quick reminder that nudges them to follow-up or respond to
a potentially important email. For instance, the Gmail inbox
displays the message “Received X days ago. Reply?” for the
receiver and “Sent X days ago. Follow up?” for the sender.
D3: Training on anti-phishing emails for NNESs Some
participants reported that they were confident in identifying
phishing emails written in their native language, but it was dif-
ficult for them to identify phishing emails written in English
because they were unfamiliar with the patterns of English
phishing emails. They also reported a concern that their atten-
tion was reduced when reading English emails compared to
reading their native language emails. One promising strategy
to solve such a problem is to provide training. As previous
studies have reported, providing a training program is known
to be effective in encouraging appropriate action toward re-
ceived emails, which could contain phishing [35, 57, 58]. Par-
ticipants in the training program can learn what to watch for
in an email and the intrinsic wording to help them identify
a phishing message. There are no studies that have shown
that important points for identifying phishing emails, e.g.,
the domain name of a URL in the email, vary greatly across
languages. Therefore, it may seem that it is sufficient for
non-English speakers to take phishing training in their na-
tive language. However, the essential elements in identifying
phishing emails are not only the technical points such as do-
main names in URLs, but also the correct understanding of
the content and context of the email, which must be learned
through specific examples in English. Therefore, it is desirable
for NNESs to participate in English Phishing training. More-
over, because our regression analysis revealed that confidence
in English reading increases security-risk-prone behaviors,
we believe that English language lessons alone would not be
sufficient and that specialized English phishing training for
NNESs would be needed. Assessing the effectiveness of such
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an educational approach is a challenge for the future.
D4: Machine translation as an assistive tool. Machine
translation (MT) services are expected to help NNESs with
concerns about their inability to understand English emails. In
recent years, the accuracy of MT as well as existing MT ser-
vices, such as DeepL [16] and Google Translate [23], which
are known to generate very natural translations, has improved
drastically due to advances in deep learning technology. In
fact, many participants mentioned that they relied on MT ser-
vices when they needed to read emails in English. As it is
expected that the quality of MT technology will continue to
improve in the future, adoption of MT as an assistive tool
could help NNESs identify English phishing emails.

MT is expected to provide the advantages mentioned above;
however, the advancement of MT may raise two new con-
cerns: (i) it could interfere with the commonly used phishing
identification practice when receiving phishing emails that
are likely translated from the original language, i.e., detect-
ing grammatical typos/errors in phishing emails, and (ii) if
the phishing email sender uses advanced MT and sends the
translated phishing emails written in the recipient’s native
language, the recipients could be fooled by phishing scams
because the emails are written with natural text in their native
languages. These observations imply that the strategy that
many participants use to fight against phishing emails, i.e.,
detecting grammatical typos/errors, will no longer be promis-
ing in the future. As MT technology improves, strategies for
identifying phishing emails that rely solely on grammatical er-
rors should be avoided, and other essential features associated
with phishing should be considered.

Because NNESs’ concerns in identifying English phishing
were not specific to a particular language/culture, we believe
the above design implications are generalizable to non-native
speakers of other languages.

5.2 Limitations and Future Work
While our survey provides much insight into the challenges
faced by NNESs when they receive English emails, there are
several limitations.

The purpose of this study was to examine how language
barriers impact users’ susceptibility to phishing emails. The
reason we recruited participants from three countries varying
in English proficiency was not to compare cultural effects but
to confirm the robustness of our findings. However, in addi-
tion to language, cultural differences may have influenced the
results of this study. Sawaya et al. [55] and Harbach et al. [26]
examined “active” attitudes for secure use of devices or ser-
vices (e.g., updating software, strengthening passwords, and
locking smartphones) and reported that Japanese participants
exhibited less secure behavior compared with participants
from other countries. We cannot conclude that those results
are inconsistent with our result indicating that Japanese partic-
ipants are less likely to engage in security-risk-prone behavior,

as shown in Table 4. People’s behavior may vary depending
on the context, thus our work focused on revealing behavioral
tendencies in the context of phishing email. Furthermore, de-
mographic differences may have influenced the results of this
study. The high proportion of IT professionals among German
participants may have influenced our survey results, although
our regression analysis revealed that IT expertise did not sig-
nificantly affect participants’ security-risk-prone/averse be-
haviors. The different types of prior training provided in each
country also may have influenced participants’ behaviors. It is
complicated to conduct a survey of susceptibility to phishing
emails that completely separates the effects of language from
the effects of cultural and demographic differences. To reduce
such effects, we adopted a between-subjects design for each
country instead of directly comparing participants’ results per
country in our roleplay task.

Through our user study, we tested whether participants
were willing to follow the instructions (i.e., clicking on the
links or opening the attachment files) in the phishing emails.
However, after accessing a website in an actual phishing at-
tack, users may see an alerting security indicator and realize
that the website is a phishing website, and the attack may
not be successful. This study did not take such cases into
account. To determine the likelihood of NNESs falling victim
to a phishing attack, it is necessary to observe the overall
decision-making process of NNESs after reading a phishing
email written in English and visiting a website. Conducting
user studies with more strict ecological validity is a challenge
for future research. In addition, further research is needed
to investigate NNESs’ behavior when they receive more so-
phisticated spear-phishing emails that are highly aligned with
their personal contexts.

6 Conclusion

Through our scenario-based roleplay task, we showed how
non-native English speakers (NNESs) adopted security-risk-
prone/averse strategies toward emails in their native language
and English. Specifically, we found that participants adopted
more security-risk-averse behaviors (i.e., ignoring emails
without careful inspection) when the emails were written in
English rather than in their native languages. In addition, our
qualitative analysis of their open-ended answers revealed five
main factors that formed their concerns for identifying English
phishing emails; these include difficulty identifying language
errors, difficulty finding similar cases, and unfamiliarity. Our
findings bring the unique insight that NNESs may have dif-
ferent concerns and strategies for avoiding phishing emails.
It indicates the importance of considering language barriers
when designing interventions to support people in combating
phishing attacks. Implementing specific anti-phishing inter-
ventions for NNESs based on our findings is an important
research effort to reduce communication difficulties between
native and non-native English speakers.
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A Questionnaire

Each participant read and answered the questionnaire in their
native language. Participants were randomly assigned to a
group where they were shown emails written in their native
language or English. Asterisk (*) indicates that the sentences
were arranged by the participant’s country: Germany, South
Korea, or Japan. Double asterisks (**) indicate that the sen-
tences were dynamically arranged according to the partici-
pant’s preceding answers.

Screening survey

Survey Title: Survey of emails written in Ger-
man/Korean/Japanese* or English.

Number of questions: 5 in the screening survey and 17 in the
main survey (time required: about 25 minutes).

Participation compensation: 4 EUR / 5500 KRW / 500 JPY
(for those who participated in the main survey)

Data handling: This questionnaire is conducted anonymously.
Responses to it will be used for academic research. The aggre-
gated results of the answers to the multiple choice questions
will be published in an academic journal, and the answers to
the open-ended questions may be published in an academic
journal with a non-personally identifiable form. The answers
will be provided to requesting organizations, and translations
may be outsourced to a third party. The answers will be pro-
tected as confidential information.

Note: This survey has several open-ended questions. To help
us improve the quality of our research, please be as specific
as possible about your opinions. This survey also includes
several image-based questions.

I agree with the above information and agree to participate in

this survey.

◦ Yes, I agree with the above statement and I will partici-
pate in this survey.

◦ No.

Q01. How old are you?

◦ 18-29 years old
◦ 30-39 years old
◦ 40-49 years old
◦ 50-59 years old
◦ 60 years or older
◦ Prefer not to answer

Q02. What is your gender (self-identified gender)?

◦ Male
◦ Female
◦ Other
◦ Prefer not to answer

Q03. Which of the following best describes your current oc-
cupational status? Please select the most applicable answer.

◦ Work (full-time)
◦ Work (part-time)
◦ Student
◦ Unemployed or retired (including homemaker)
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Q04. This question is designed to verify that you have read
the question carefully.
Please select both “No” and “Other”.

2 Yes
2 No
2 Other
2 Prefer not to answer

Q05. What is your native language (the language you primar-
ily spoke before you were 10 years old)?

◦ German/Korea/Japanese*
◦ English
◦ Other

Main survey

Q01. Are you an expert in the fields of information technology
(IT), computer engineering, or computer science?

◦ Yes
◦ No

Q02. Which of the following best describes your highest
achieved education level? Please select the most applicable
answer.

◦ Some high school
◦ High school graduate
◦ Some college, no degree
◦ Associate’s degree
◦ Bachelor’s degree
◦ Graduate degree
◦ Other
◦ Prefer not to answer

Q03. How confident are you in your ability to read English?
Please select the most applicable answer.

◦ Very unconfident
◦ Unconfident
◦ Somewhat unconfident
◦ Somewhat confident
◦ Confident
◦ Very confident

Q04. How many years have you studied English in total,
including self-study? Please round your answer down to the
nearest whole number.
( ) years

Q05. How many emails (both work-related and personal) do
you receive on average on a typical weekday? Please include
auto-send emails. If you receive less than one email a day on

average, answer "0".
Emails written in German/Korean/Japanese*: ( )
Emails written in English: ( )

From here, you will answer by looking at email screenshots.
Answer by looking at the screenshots without actually search-
ing or accessing the information in them. The recipient of the
following email is Max Mustermann / Hong Gil-dong / Taro
Yamada*. Please answer questions 6-9 as if you were Max
Mustermann / Hong Gil-dong / Taro Yamada*.

Profile of Max Mustermann / Hong Gil-dong / Taro Yamada*

· Name: Mr. Max Mustermann / Hong Gil-dong / Taro Ya-
mada*

· Country of residence: Germany / South Korea / Japan*
· Occupation: office worker
· Employer: ABC Company
· Boss: Erika Müller(erika.mueller@abccompany.com)

/ Hong Gil-soon (gilsoon.hong@abccompany.com) /
Hanako Tanaka (hanako.tanaka@abccompany.com)*

· Email address of IT service department: it-
service@abccompany.com

· Online services he uses:
– PayPal

* Online payments service. He uses this service for
private online shopping. He registered his private
email address and his credit card information
with this service.

– LinkedIn
* Online networking services. He uses this service

to build his network. He registered his private
email address with this service.

– Zoom
* Video conferencing service. He uses this service

for working from home. He registered his busi-
ness email address with this service.

Email (a): An email sent to a private email address.

Q06. How would you respond if you received email (a)?

◦ I’d ignore it without referring to any other information
than this screenshot.
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◦ I’d follow its instruction without referring to any other
information than this screenshot.

◦ I’d refer to some other information than this screenshot
to decide how to respond.
Please specify. ( )

◦ Other
Please specify. ( )

Email (b): An email sent to a private email address.

Q07. How would you respond if you received email (b)?

◦ I’d ignore it without referring to any other information
than this screenshot.

◦ I’d follow its instruction without referring to any other
information than this screenshot.

◦ I’d refer to some other information than this screenshot
to decide how to respond.
Please specify. ( )

◦ Other
Please specify. ( )

Email (c): An email sent to a business email address.

Q08. How would you respond if you received email (c)?

◦ I’d ignore it without referring to any other information
than this screenshot.

◦ I’d follow its instruction without referring to any other
information than this screenshot.

◦ I’d refer to some other information than this screenshot
to decide how to respond.
Please specify. ( )

◦ Other
Please specify. ( )

Email (d): An email sent to a business email address.

Q09. How would you respond if you received email (d)?

◦ I’d ignore it without referring to any other information
than this screenshot.

◦ I’d follow its instruction without referring to any other
information than this screenshot.

◦ I’d refer to some other information than this screenshot
to decide how to respond.
Please specify. ( )

◦ Other
Please specify. ( )

Q10. When you receive an email written in En-
glish/German/Korean/Japanese*3, to which parts do you usu-
ally pay attention? Choose the three items from the list below
to which you pay the most attention.

2 Sender’s name
2 Sender’s email address
2 Subject line
2 Grammatical errors/misspellings in the language
2 Formality of language
2 Urgency of message
2 Your involvement with the email
2 URLs
2 Attachment file

Q11. This question is designed to verify that you have care-
fully read the question.
Please select both “No” and “Prefer not to answer”.

3We displayed the language which corresponded with the emails that the
participant was presented in Q06-Q09.
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2 Yes
2 No
2 Other
2 Prefer not to answer

From here, we will ask about your experience and perception
of phishing. Phishing is online fraud that acquires sensitive in-
formation primarily by masquerading as a legitimate business
or a reputable person.

Q12. How often do you receive both work-related and per-
sonal emails that are assumed to be phishing? Do not include
phishing-training emails from your company. Please select
the most applicable answer.
Phishing emails written in German/Korean/Japanese*:

◦ Less than once a year
◦ Once a year
◦ Once every few months
◦ Once a month
◦ Once a week
◦ Once a day
◦ More than once a day
◦ I don’t know

Phishing emails written in English:

◦ Less than once a year
◦ Once a year
◦ Once every few months
◦ Once a month
◦ Once a week
◦ Once a day
◦ More than once a day
◦ I don’t know

Q13. Have you ever been deceived by a phishing email?
Being deceived by a phishing email means that you visited a
website linked in the phishing email or opened a file attached
to the phishing email, regardless whether you were directly
damaged. Please answer the total number of work-related and
personal experiences. Do not include your experience with
phishing-training emails from your company.
Experience with phishing emails written in Ger-
man/Korean/Japanese*:

◦ I have been deceived
Approximately ( ) times

◦ I have been deceived, but I don’t remember how many
times

◦ I have never been deceived
◦ I don’t know

Experience with phishing emails written in English:
◦ I have been deceived

Approximately ( ) times

◦ I have been deceived, but I don’t remember how many
times

◦ I have never been deceived
◦ I don’t know

An optional question for participants who answered “I have
been deceived” or “I have been deceived, but I don’t remem-
ber how many times” in Q13-2.
Q14**. If you remember the content of the phishing email
in English, describe it as specifically as possible (e.g., the
company/service/person the attacker masqueraded, the pur-
pose and its requests, and why you were unable to identify
it as a phishing email). If you have been deceived more than
once, please tell us about the most recent phishing email you
received.

Q15. This question is designed to verify that you are carefully
reading the question. Please choose one of the following
statements that fits the definition of phishing:

◦ An attacker encrypts files on your device
◦ An attacker masquerades as a legitimate com-

pany/service/person and asks for sensitive information
◦ An attacker sends a massive amount of traffic to a target

website to disable it.

Q16. To what extent do you agree with the following state-
ments? Please select the most applicable answer.
“I can always identify a phishing email written in Ger-
man/Korean/Japanese*.”

◦ Strongly disagree
◦ Disagree
◦ Somewhat disagree
◦ Somewhat agree
◦ Agree
◦ Strongly agree

“I can always identify phishing email written in English.”

◦ Strongly disagree
◦ Disagree
◦ Somewhat disagree
◦ Somewhat agree
◦ Agree
◦ Strongly agree

Q17. Please specify why you think you can/cannot** identify
a phishing email written in English. Answer by comparing it
with the German/Korean/Japanese* case.

B Results of the Roleplay Task

USENIX Association Seventeenth Symposium on Usable Privacy and Security    337



Table 6: Detailed results of the roleplay task

.

N % Ignore % Follow Other
% Check the % Ask a % Internet % Online % Other
website related search translator
without a link person engine

(a) Native Germany 140 48.6% 27.1% 17.1% 0.0% 2.1% 0.0% 5.0%
South Korea 141 20.6% 41.8% 22.0% 0.0% 8.5% 0.0% 7.1%
Japan 148 44.6% 8.8% 26.4% 0.0% 15.5% 0.0% 4.7%

English Germany 144 61.8% 22.2% 10.4% 0.0% 1.4% 0.0% 4.2%
South Korea 135 41.5% 25.9% 21.5% 0.0% 2.2% 5.2% 3.7%
Japan 154 56.5% 14.3% 11.7% 0.6% 7.8% 6.5% 2.6%

(b) Native Germany 140 50.7% 30.7% 10.0% 0.0% 2.1% 0.0% 6.4%
South Korea 141 29.8% 43.3% 11.3% 0.0% 7.1% 0.0% 7.8%
Japan 148 55.4% 8.8% 19.6% 0.0% 11.5% 0.0% 5.4%

English Germany 144 61.8% 23.6% 8.3% 0.0% 0.0% 0.0% 6.3%
South Korea 135 46.7% 25.2% 8.9% 0.0% 3.7% 5.9% 8.9%
Japan 154 57.8% 14.9% 9.7% 0.6% 5.8% 5.2% 5.8%

(c) Native Germany 140 19.3% 68.6% 4.3% 5.0% 0.0% 0.0% 2.9%
South Korea 141 21.3% 57.4% 3.5% 9.9% 0.7% 0.0% 7.1%
Japan 148 18.9% 56.1% 3.4% 12.8% 0.0% 0.0% 8.8%

English Germany 144 24.3% 63.9% 2.1% 5.6% 0.0% 0.0% 4.2%
South Korea 135 28.9% 43.7% 3.0% 11.9% 0.0% 2.2% 10.4%
Japan 154 29.2% 43.5% 5.2% 8.4% 0.0% 5.2% 8.4%

(d) Native Germany 140 32.1% 53.6% 0.0% 11.4% 0.7% 0.0% 2.1%
South Korea 141 30.5% 50.4% 0.0% 10.6% 1.4% 0.0% 7.1%
Japan 148 46.6% 23.6% 0.0% 16.9% 4.1% 0.0% 8.8%

English Germany 144 40.3% 45.8% 0.0% 7.6% 0.0% 1.4% 4.9%
South Korea 135 37.0% 31.1% 0.0% 13.3% 0.7% 5.9% 11.9%
Japan 154 48.7% 24.7% 0.0% 9.1% 1.3% 9.1% 7.8%
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